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1 Security Configuration Overview

This diagram reveals how Security is implemented between the OpenEnterprise Server and
Workstation.

Sacuity Configuration

I

Workstation Wiews

Toolbax

A
en
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orec
Connection

OpenEnterprise Workstation

. OpenEnterprise Server

Databaze

(Containing T
Sacuity
Configuration)

1.1  Security Manager

The Security Manager is a server component, which runs in the background on the Workstation. The
Security Manager acquires User Account details for the currently logged in User from the Database
and performs Database transactions to generate journal messages. It also informs Workstation View
components of the logged in User's security Token privileges, such as Application, File, OPC Item
and Custom Tokens.

1.2 Login Client
The Login Client is used to enable a User at an OpenEnterprise Workstation to log on to the

database. The Login Client connects to the Security Manager, and the Security Manager requests the
log in from the database. The User can also change their password via the Login Client.

1.3  Security and Workstation Views
All Workstation View components are sourced with Application Token information directly from the

OpenEnterprise Security Manager. The functionality available to the User when using these
components is controlled by what Application Tokens have been assigned to that User.

-1-
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1.4  Security and the Toolbox

To access the Toolbox editors, Users must login using the Login Client, which can be invoked from
the Security menu of the Toolbox. Once the user is logged in, Workstation security ensures that Users
are only able to see the editors in the Toolbox window for which they have the necessary String
Token access. The Toolbox also makes a connection with the database via ODBC to provide its
Table mode functionality.

1.5 The Security Configuration Tool

The Security Configuration tool is one of the OpenEnterprise configuration editors that are accessed
from the Toolbox. Only Administrative users may access the Security Configuration tool. If changes
are made using the Security Configuration tool, the Toolbox executes the transaction and writes this
transaction to the 'Security Config.SQL' file, which is located in the Toolbox default folder location.

1.6 Access to the Login Client

Access to the Login Client is provided from the Security menu of the OEDesktop or the Toolbox. Once
a user is logged in via the Login Client, all aspects of Workstation Security are applied through the
Security Manager.

1.7  Security settings applied

Security settings are applied to the OpenEnterprise HMI and the Toolbox via the Security Manager.

2 Security Concepts

Security configuration applies to - Users and User Groups. It is important to understand how Users
and User Groups relate to each other in OpenEnterprise.

Security is applied to Users and User Groups in three main ways:-

1. Tokens - Tokens determine Workstation security. Specific Human Machine Interface (HMI)
functionality is allowed or denied through tokens. Tokens are required for file access, OPC
write access, built in application context menus and custom menus. Token security is
configured using the security configuration tool.

2. Access Areas - Every device, plant area and signal in the OpenEnterprise database belongs
to an access area. Access Area security controls what objects within a table can be viewed by
the User. Users must be granted the access area of an object in order to view it in the HMI.
Access area security is configured using the security configuration tool.

3. Database Privileges. Database privilege security grants access to whole tables or views
within the OpenEnterprise Database. Without this, a User can neither see, nor manipulate
the data within the Database. Database privileges are configured using a different tool from
the toolbox - the security group privileges editor. Each User inherits Database privileges from
their parent User Group.

2.1 Users and Groups

There are important differences between Users, created Groups and the Default Group. Users and
Groups are stored in the Users table. In the Database, Users and Groups are treated like different
types of Users. The following is a definition of all three security object types.



Reference Guide

APRIL 201 Security Configuration

2.1.1 Users

A User is an individual who is able to log on to the OpenEnterprise application from an
OpenEnterprise Workstation to view and update data. In the Database, a real user is given a type
number of O (zero).

2.1.2 Groups

A Group is essentially a collection of Users having similar security settings. A User Group acts like a
Security Template for Users. Any User assigned to a parent Group inherits the Security settings of
that Group. Each User may be allocated to one other Group in addition to the Default Group. All
Users belong to the Default Group, and may belong to one other Group created by an Administrative
User. In the Database, a Group created by an Administrative User is given a type number of 1.

2.1.3 Default Group

All Users including Administrative Users automatically belong to the Default Group. All Users
automatically inherit the security settings of the Default Group. Users cannot be removed from this
Group. In the Database, the Default Group is given a type number of 2.

214 User and Group Hierarchy

User and Group Security Hierarchy - this hierarchy determines how account settings will be inherited
on a User and Group level.

2.2  User and Group Hierarchy

Security account options may be configured at any one of the three levels: Default; Group; User.
When a User or Group is first created they inherit the security account settings of the Default Group. If
a User is included in a Group, then it inherits the Group's account settings. A Group may change
some settings to suit particular requirements. These will override the Default Group settings. Likewise,
a User may override its Group (if it belongs to a Group) as well as its Default Group settings.

To summarize with a diagram:

Default Group:

Max Password Length - 10
tin Password Length: 4
Expires in 7 days

By default belongs to...

Ascending Order
Engineer Group: Of Preference
Automatically Inherits Default Settings
Sets Max Password Length to 8

Sets Min Password Length to 6

&

Engineer User:
Autamatically inherits Group Settings
Sets Max Password to 12
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In the example shown the Group's settings for Passwords are: Max Length: 8; Min Length: 6; Expiry:
7days. The User's settings are Max Length: 12; Min Length: 6; Expiry: 7 days. Note: If a User only
belongs to the Default Group, the middle Group level would not apply.

2.3 Tokens

Users can be granted or denied access to Workstation functionality by inserting Tokens into the
User's Include or Exclude Token list. This is done using the User or User Group's Application,
Custom, File and OPC Item Token Tabs. Templates can be set-up for all Tokens by creating a new
Token Group within the Security Configuration tool . These Token Group templates can then be
assigned to Users and User Groups through their Token Group Property Tab. Individual Users can
still be granted extra privileges by using their Application Tokens Tab.

1. Application Tokens - used to disable View functions (such as changing to Configure Mode).

2. Custom Tokens - used to disable Custom Menus, or to 'protect’' named windows from being
closed.

3. File Tokens - used to control User access to View files on the Workstation.

4. OPC Item Tokens - used to control write access to process points on OpenEnterprise Graphic
displays.

5. Token Groups - used as templates to grant or deny access to a range of View component
functions to Users or User groups.

2.3.1  Application Tokens

These define actions that a User may perform within an OpenEnterprise Component. They cannot be
created or edited by an Administrative User, although they can be assigned or denied individually to
Users or Groups. They represent functions available from menu items within the component
application, such as the "Acknowledge All" context menu available within the Alarm View component.

It may be desirable to remove this option from the Alarm View for some Users. This is done by adding
this Token to the User's Excluded list of Application Tokens. Each OpenEnterprise Component has its
own set of Application Tokens.

2.3.2 File Tokens

File Tokens are strings that are used to deny access to files on the Workstation. The String
represents the name of the file.

For example, a File Token could be created with the name *.GDF. If the Token were then to be placed
in a User's Excluded Token list, the User would not be able to load any Graphics View files into the
OEDesktop (since Graphics files have an extension of *.GDF)

2.3.3 OPC Item Token Types

OPC (Object Linking and Embedding for Process Control) Tokens are strings that allow or deny write
access to OPC points displayed on the Workstation. The String may represent part or all of the OPC
string. When using a part of the OPC string, asterisks must be used as wildcards.

For example, an OPC Token is created with the name *RTU1* (note the asterisk wildcards at each
end of the string), representing the name of an RTU. If no OPC Tokens are given to the Default User,
then all other Users or Groups need to have the OPC Token for that RTU actively granted to them to
be able to write to signals belonging to it from a data entry point on a Graphics View display.
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If the Token were then placed in a User's Included OPC Token list, the User would find that they
would now be able to change the value of any data entry process points on OpenEnterprise Graphics
displays which reference RTU1. Note that:-

e Although a User is not able write to a data entry OPC point without the necessary OPC Token
, it can still be viewed, but it is greyed out and cannot be selected.

e OPC Tokens do not affect writes made through the OEMenus Message Bus using the
OEData Server

2.34 Custom Tokens

Custom Tokens are strings that can be security protected via Tokens. Here are some examples of
how Custom Tokens can be used to provide Workstation security.

2.34.1 Custom Token Examples
Disabling Custom Menus
Hiding Toolbox Components
Disabling Toolbox Table Mode
Limiting Toolbox Table Mode
Protecting Windows in OEDesktop
2.34.2 Disabling Custom Menus

OpenEnterprise Custom Menus may be disabled for a User by inserting a string that matches the
name of the Custom Menu into the Custom Token Exclude list for that User.

2.34.3 Hiding Toolbox Components

Configuration tools within the Toolbox may be hidden on a per User or User Group basis by inserting
the Editor's Program ID into the Excluded list on the Custom page of the User Properties dialog for a
User or User Group.

To find the Program ID of an editor, find the key of that editor under the following key : -
HKLM\SOFTWARE\
BristolBabcock\OpenEnterprise\Tasks\OEToolBox\Editors\<Editor>

On each Editor's key will be a string value named ProgramID. This string should be inserted into the
Exclude list for the User or Group for which this editor should be excluded.

Example:

OEToolBa: | lewmm |.|||||||f & ]
Editors .
L FS———
String = BristolBabcock.OEConfigAlarmConditions
Inserting this string into the Custom Token Exclude list for a User or Group would suppress this Tool

from appearing in the Toolbox window when that User or a member of that Group is logged onto a
Workstation.
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Note: An Editor can also be removed from the Toolbox on a per Workstation basis by first removing
its key from under the Editors key, if present, and then removing its Program ID from the list of editors
found in the Editor string value on the Editors key, if present.

2344 Disabling Toolbox Table Mode

The Custom Token that controls this feature is OEConfig_Table_Mode. If this string is inserted into
a User's Custom Token Exclude list, the User is not able to access the Toolbox's Table mode, since
the menu item is disabled.

2.3.45 Limiting Toolbox Table Mode

Once in table mode, a User may add, modify or delete objects by right clicking on a table and
selecting a context menu. Any of these context menu items may be disabled in the following ways.

2.3.4.5.1 Disable Inserting of Objects

If the string "OEConfig_Insert_Items" is placed in the User's Excluded list, the User will be unable to
add items to the database using the Toolbox in Table mode.

2.3.4.5.2 Disable Modifying of Objects

If the string "OEConfig_Modify_Items" is placed in the User's Excluded list, the User will be unable to
add items to the database using the Toolbox in Table mode.

2.3.453 Disable Deleting of Objects

If the string "OEConfig_Delete_Items" is placed in the User's Excluded list, the User will be unable to
add items to the database using the Toolbox in Table mode.

2.3.4.6 Protecting Windows

Users can be stopped from closing protected windows within the OEDesktop environment. To do
this, the Window name must first be included in the Protected Windows list on the Windows tab of the
OEDesktop Security Options dialog. This list is accessed from the OEDesktop Security/Configure
menu.

Then, to complete the security configuration, the name of the protected window must be entered into
the User's Custom Token Exclude list. This list is accessed using the OESecurity Config Tool.

e ;ﬁ Token Groups

The Token Groups node has a context menu which enables the user to create new Token Groups.
See the Creating New Token Groups topic for more information.

When the Token Groups Node is expanded, it exposes the Token Group Type nodes. For more
information on Token Group Nodes see the Token Group Nodes topic.

Token Groups are collections of Tokens, which may form a Template of Tokens to be associated with
a User or User Group. User generated Token Groups may consist of a combination of any of the four
types of tokens.

There are also several special Application Token Groups that are maintained independently of the
Administrative User and are grouped by their Component name. They are the Alarm Banner, Alarm
Client, Alarm Printer, OEDesktop, Graphics, Notes Client, Signal View, SQL Viewer and Trend View
Token Groups. These Token Groups cannot be edited.
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2.35 Token Wildcards

Individual Token Types (with the exception of Application Tokens and Token Groups) may contain
wildcard characters, defined by the asterisk (*), or the question mark (?). The asterisk is a multiple
character wildcard, and the question mark is a single character wildcard.

2.3.6 Token Pattern Matching

At runtime, the Include/Exclude lists are string compared as follows for each active User and Group
until access is denied.

1. The Token string is compared with each string in the Include list until a match is found. If no
match is found, access is denied.

2. If amatch is found in the Include list, the Token string is compared with every string in the
Exclude list. If no match is found in the Exclude list, access to the point is granted, and no
further testing of active Groups and Users is performed.

Note: An Exclude list may only remove rights granted in the same item's corresponding Include list.
For example if User Larry belongs to Group Operators and Operators grants access to OPC point
"xyz", adding point "xyz" to Larry's Exclude list has no effect.

2.36.1 Wildcards

The entries in the Include and Exclude lists allow pattern matching to provide a versatile tool for string
comparisons. The pattern-matching features allow use of wildcard characters, character lists, or
character ranges, in any combination, to match strings.

The following table shows the characters allowed in patterns and what they match:

Character(s) in pattern Matches in string
? Any single character.
* Zero or more characters.
# Any single digit (O - 9).
[charlist] Any single character in charlist.
['charlist] Any single character not in charlist.

A group of one or more characters (charlist) enclosed in brackets ([ ]) can be used to match any
single character in string and can include almost any character code, including digits.

Note: The special characters left bracket ([), question mark (?), number sign (#), and asterisk (*) can
be used to match themselves directly only by enclosing them in brackets. The right bracket (]) can't be
used within a group to match itself, but it can be used outside a group as an individual character.

In addition to a simple list of characters enclosed in brackets, charlist can specify a range of
characters by using a hyphen (-) to separate the upper and lower bounds of the range. For example,
[A-Z] in a pattern results in a match if the corresponding character position in string contains any of
the uppercase letters in the range A through Z. Multiple ranges are included within the brackets
without any delimiters.

The meaning of a specified range depends on the character ordering valid at run time (as determined
by the locale setting of the system the code is running on). The range [A - E] matches A, a, A, &, B, b,
E, e. Note that it does not match E or & because accented characters fall after unaccented characters
in the sort order.

Other important rules for pattern matching include the following:

-7-
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¢ An exclamation point (!) at the beginning of charlist means that a match is made if any
character except the ones in charlist is found in string. When used outside brackets, the
exclamation point matches itself.

e The hyphen (-) can appear either at the beginning (after an exclamation point if one is used)

or at the end of charlist to match itself. In any other location, the hyphen is used to identify a
range of characters.

e When a range of characters is specified, they must appear in ascending sort order (from
lowest to highest). [A-Z] is a valid pattern, but [Z-A] is not.

e The character sequence [ ] is ignored: it is considered a zero-length string.
2.3.6.2 File Tokens

The runtime processing and wildcard pattern matching for the Point Property Page apply here as well
with the following differences:

e The pattern matching is done on the file extension, separate from the file name to match the
DOS wildcard semantics. For example the wildcard string to indicate all files is "*.*"

e A match is considered to have occurred if both the file name and extension match the given
pattern.

o File names entered without a path are considered a match no matter what directory they are
in.

2.3.7  Token Security Hierarchy

This differs significantly from User and Group Security Hierarchy in that what is Included at one level
may not be overridden by being Excluded at a different level. There are two rules to remember when
configuring OpenEnterprise Component Security: -

1. Everyone inherits from the Default Group. Users belonging to another Group also inherit
settings from that Group.

2. What is Included at one level cannot be Excluded at a different level.

This may be illustrated with a diagram: -
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Default Group:
Include: Acknowiedoe
Exclude: Ackrowiedoe Al

By default belongs to. .

Enginear Group:

Automatically Includes: Ackhowledge
Cannot Exclude; Acknowlizdgs
Include: Acknowledge All

Belongs to...

Engineer User:

Automatically Includes: Acknowiedge, Acknowiedge Al
Cannot Exclude: Acknowiedge

Cannot Exclude: Ackrowledge Al

24 Access Areas

Each object has an Access Area with which it is associated. In the AccessArea table, each User is
granted or denied the appropriate Access Areas for their operational needs. The User can only
access objects belonging to the Access Areas which they have been granted.

This is implemented through the creation of database views when the User logs on to the
Workstation. Database views have the same name as the table from which they were created, but do
not have the "_table" extension. These database views only include objects that the logged in User
has access to according to the AccessArea table. To complete the implementation, all the
Workstation View components (e.g. Trend View, Alarm View etc.) are configured to retrieve objects
from the database views, rather than the tables.

2.5 Database Privileges

Database privileges on tables (Read-Only or Read-Write) are granted to User Groups through a
special configuration editor called the Security Privileges Editor. Access to this Editor can be gained
from the User Properties Dialog, or from the Toolbox.

The User Groups have to be created first before the Security Privileges Editor can do its work. The
Database Project Builder creates the following Groups, which have been found to cater for most
functional requirements: -

1. Administrators - have unrestricted access to all OpenEnterprise functionality.

2. Engineers - need configuration acess to all system features except those related to controlling
security privileges of other users.

3. Operators - are expected to be able to change set points, acknowledge alarms and perform
basic Workstation configuration but no Server configuration.
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4. Dispatchers - require read-only access to all operational and process data and the ability to
acknowledge alarms. They are not required to change set points.

5. Guests - require read-only access to all operational and process data and the ability to
acknowledge alarms. They are not required to change set points.

Security Configuration

Then, Users must be assigned to the appropriate User Group to inherit the correct privileges for their

required level of access.

3 Security Config Tool Interface

This is the Security Configuration tool interface. It enables the Administrative User to configure all
aspects of OpenEnterprise security.

Security Configuratior

File Edt Tools Help
ﬁ Secusity Config Mame Fuff Mame [ ezcriplion
ik Dotaudt Group ek ADMINISTRATORS Syeiem Adminisirators
& Users ALLUSERS
ASINGH gnsmaH
EEEE i DISPATCHERS
MARTIN J & ENGINEERS
PUELIC &AGUESTS
SIMOM £ keve _
SYSTEM £ ee Lee Travlord  Peilnek
= g Groups £ MARTIN,
ek ADMINISTRATORS ik OFERATORS
i DISPATCHERS EF’UBLIE
+ ha EMGIMEERS £ o SIMOMN T
GUESTS £ 5vsTEM
OFERATORS
= ﬁhﬁkcna
# &1 Token Groups
+ g Apphcabon
+ & Cugztom
H-¢& File
g2 OPC lem
= Fj_l Arccess breas
T |
Micksirez
g Test
=H lest
T test2007

3.1 Menu Bar

The Security Configuration tool Menu Bar provides access to all of its functions.

Security Configuration

File Edit Tools Help

-10 -
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3.1.1 File Menu

This menu contains Import, Export and Exit options .

Security Con
File Edit To

Export
Import

Exit

3.1.1.1 Export

The Export option enables you to save the current database Security Configuration to an SQL script
file, which can be used to restore your Security settings at a later date.

When the Export option from the File drop down menu is selected, you will be presented with the SQL
Import-Export File Dialog. This enables you to use the default SQL Export file, or to specify another
file.

When the Export is completed, you will be informed by this message.

Security Exporkt

SOL Export complete.

Cloze

You must select the [Close] button to dismiss this dialog.

3.1.1.2 Import

The Import option enables you to import a previously saved (Exported) SQL script file into the
database to restore your Security settings.

When you select the Import option from the File drop down menu, you will be presented with the SQL
Import-Export File Dialog. This will enable you to accept the default Import filename, or to specify
another file.

Once you click the [OK] button on the SQL Import dialog, the File Import dialog will be displayed,
which initiates and monitors the Import process.

3.1.1.3 Exit

This option exits the Security Configuration tool, returning the focus back to the Toolbox window.

-11 -
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3.1.2 Edit Menu

Items under this menu enable the Administrative User to create new Groups, Users, Tokens, Token
Groups and Access Areas. There is also an option to edit settings for the Default Group.

Security Configuration

File | Edit Tools Help

Mew Group. .. |
MNew Uset, ., I
Mew Token Custam
Mew ACcess Area File
QP Ikem

Default Propetties. ..

Token Graup

3.1.21 Creating New User Groups
A new Group may be created by any of the following methods:

e Using the Edit-New Group menu item from the Security Configuration Tool menu bar.

Security Configuration
File | Edit Tools Help

Mew User, .. ! I—

Ei Mew Taken »
MNew Access Area

Default Properties. ..
o

-- Access Areas

Ll

e Using the New Group menu item from the Tree Pane:
L E MNew Group
Add Default Groups
Paste

e Using the floating New Group context menu from the List Pane when the Groups node is
selected in the Tree Pane.

Group Full Hame  Description

i ADMINISTRATORS Spsterm Administrators
A DISPATCHERS

A EMGINEERS

ik GUESTS

A& OPERATORS

Add Default Groups
Paste

-12 -
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Entering of the name, and display of the Group Properties dialog is very similar in operation to
creating a new User, except that the List pane displays configured Groups.

3.1.2.2 Creating a New User
A new User may be created by any of the following methods:

e Using the Edit-New User menu item from the Security Configuration Tool menu bar.

Security Configuration
File | Edit Tools Help

Mew Graup, ..

Mew Taken [g

[New Access Area

Defaulk Properties. ..

e Using the New User context menu from the Users icon in the Tree Pane.

=k U

New Lser
Paste

o New User floating context menu from the List Pane with Users icon selected in Tree Pane.

Ilzer Full arme Dezcrption | Group
ﬂ.ﬁ.SINGH EMGINEERS
EKEVB EMGINEERS
£ LEE Lee Trayfard  Peilnek
£ MARTIN_

£ PUBLIC

£ sIMON SIMONC
£ SYSTEM

MNew User
Paste

Once the New User menu item has been selected, the List Pane will automatically display all
the currently configured Users. A new entry with a blank name field is inserted at the top of the
list.

A valid name should be entered, and the Enter key selected. This will invoke the User
Properties dialog, which will allow more detailed editing of the User.

Note: Once the new User name has been entered, it is not possible to edit it at a later time.
3.1.2.3 Creating Custom, File and OPC Item Tokens
Custom Tokens, File Tokens and OPC Item Tokens are created in the same way:

e Select the Edit>New Token menu item from the Security Tool menu bar. Then select the
desired option from the list (e.g. Custom, File or OPE Item).

-13-
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Security Configuration

File | Edit Tools Help

Mews Graup, ..
Mew User, ..
Mew Token m
Mew Access Orea File
) OPC Ikerm
Defaulk Properties. ..
Taken Group

e Select New Token menu item from the expanded Tree Pane.

EI% T:u'kens
g Token Groups

-4 Application

- & =
= Ty
42, OPC Item
-0 Access Areas

e Select the floating New Token context menu from the List Pane when the Custom, File or
OPC Item node is selected in the Tree Pane.

Security Configuration

File Edit Tools Help

@ Securnty Caonfig Tu:ukenl Dezcription
ik Default Group &= Accesstoall

E dzers

- Groups —
E% Takens Mew Token

g Token Groups

Application
& Cuistarmn

Once this menu item has been selected, editing may proceed in a similar way as described in the
section Adding a New Token Group. The name should be unique among other Custom Tokens, and
is case-sensitive. Once the name has successfully been entered, the Custom Token Properties dialog
will be displayed. Note: it is not possible to edit the Token name once it has been entered.

3.1.2.4 Creating New Token Groups
A new Token Group may be created by any of the following methods:

e Selecting the Edit>New Token>New Token Group menu item from the Security Tool menu
bar.

-14 -
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Security Configuration
File | Edit Tools Help

Mew Graup, ..
—  HNewUser,..
Mew Token Cuskarm
Mew ACcess Area File
OPC Ikern

Defaulk Properties. ..

e Selecting the New Token Group menu item from the expanded Tree Pane:

Security Configuration

File Edit Tools Help

@ Security Config
fig Default Group

ﬁ Users

Elﬁ;ﬂ Groups

. kg BLUEGROUPT

El% Tokens

e Selecting the floating New Token Group context menu from the List Pane whilst the Token
Group icon is selected in the Tree Pane:

& 0E SOL “iewer 0E S0L Viewer dpplication Taokens
& E Trend Client QE Trend Client Application Taokens
& Operator Token Group  Token Template for Operatars

Mew Token Group

Once this menu item has been selected, the List Pane will automatically display all the currently
configured Token Groups. A new entry with a blank name field is inserted at the top of the list. A valid,
unigue name should be entered, and the Enter key selected. This will invoke the Token Group
Properties dialog, which will allow more detailed editing.

Note: once the new name has been entered, it is not possible to edit the name at a later time.
3.1.25 Creating New Access Areas
A new Access Area may be entered either by

e Selecting the Edit>New Access Area menu option from the Security Configuration Tool
menu bar

-15-
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Security Configuration
File | Edit Tools Help

Mew Group...

MNew User, ..
Mew Token r

MNew Access Area

Default Properties, ..

| = = = L)

e By selecting the New AccessArea context menu option from the Access Areas node.

@ Application
& Cusztam
&2, File

& OPC Item

MNew Accessares

Selecting either of these options will result in prompting for an Access Area name in the right hand list
and, upon successfully entering a unique name, the Access Area Properties dialog will be displayed.

Note: Access Area names are case-sensitive and must be unigue within Access Areas only.

3.1.3 Tools Menu

This menu provides access to the Options dialog which enables the User to configure how certain
functions within the Security Configuration tool behave.

File Edit | Tools Help

R

3.14 Help Menu

Selection of the Help option displays this help file. Selection of the About... option displays
information about the OpenEnterprise version, build number and contact details.

3.2 The Tree Pane
3.2.1 The Tree Pane

The Tree Pane provides an overview of the current configuration by means of a tree structure.

The tree consists of a number of object type nodes (Users, Groups, Tokens and Access Areas),
which display configured Security objects of that type underneath.

Most object type nodes have a context menu, activated with a right mouse click, which enables a
new object of that type to be created under the node.
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Default Group Node|
g Secinty Conhg
Defaul Group
LB e

A5INGH
FEYD

LEE
MARTIN_J
FUBLIC
SIMON

SYSTEM
=gy Groups

i ADMINISTRATORS
i DISPATCHERS
4k ENGINEERS

GUESTS
E OFERATORS Tokens Node
= ?}h Tokens

+ ?ﬂ Token Groups

442, Apglication Token Hodes

+ Cusstom

+-g%, File

T @ OPC Item
- g] Aooess Areas

SN

] Hickarea Access Area Modes |
“H Test
2 test

T testz007

o Access Areas Wode |

All configured object elements in the Tree Pane have a context menu, providing access to the
Property Pages for that object, as well as other options, depending on the type of object selected.

3.2.2 Default Group Node
The Default Group node has one context menu option. This opens the property pages for the Default

Group. The Default Group settings apply to every user, so they must be set at the lowest possible
token and access area security level.

3.2.3 Users Node

The users node has a context menu that provides two options.

-

MNew User
Paskte

3.23.1 Creating a New User
A new User may be created by any of the following methods:

e Using the Edit-New User menu item from the Security Configuration Tool menu bar.
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Security Configuration

Security Configuration

File | Edit Tools Help

Mew Graup, ..

Mew Taken [g

[New Access Area

Defaulk Properties. ..

e Using the New User context menu from the Users icon in the Tree Pane.

=k U

New Lser
Paste

o New User floating context menu from the List Pane with Users icon selected in Tree Pane.

|zer FullH ame Dezcription
£ ASINGH
£ KEVE
£ LEE Lee Trayfard  Peilnek
£ MARTIN_

£ PUBLIC
£ sIMON SIMONC
£ SYSTEM

MNew User
Paste

Once the New User menu item has been selected, the List Pane will automatically display all
the currently configured Users. A new entry with a blank name field is inserted at the top of the

list.

A valid name should be entered, and the Enter key selected. This will invoke the User
Properties dialog, which will allow more detailed editing of the User.

Note: Once the new User name has been entered, it is not possible to edit it at a later time.

3.2.3.2 Paste User

The Paste option, when selected from the Users icon begins the process of pasting a previously
copied user's security configuration details to a new user. If no user has been copied, the Paste

option is disabled.
ﬁ m MNew User
Paste

Before the new user is created, the User Name Entry dialog appears, prompting for a name for the
new user. The name must be unique. When the [OK] button is selected, the new user is added,
complete with all of the security configuration of the copied user.
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LUser Name Entry fil

Flease enter the name of the new user;

| SMITHI| |

[ (04 ] [ Zancel ] [ Help ]

3.24 User Nodes

Individual User nodes indicate the administration level of the User. They may be either:

Red & Standard, non-administrative User

Blue 6 Administrative User

Only Administrative Users are able to configure security within Open Enterprise. Only an
Administrative User may grant Users administrative rights. The SYSTEM User is an Administrative
User by default.

3.24.1 Context Menu

A context menu is available when the user right clicks on any user in the list.

Properties

Copy

Delete

Remave From Group

3.24.2 Properties

Opens the Property pages for the selected user. See the User Property Pages topic for more
information.

Properties
Copy
Delete
Remove From Group

3.24.3 Copy

Copies the selected user's configuration details ready for pasting the same configuration to a new
user.

3.24.4 Delete

Deletes the selected user. A warning message will appear before deleting the user.
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OpenEnterprise Security Configuration

\:.:) Warning - Execution of this comand will delete the user(s) from the Swstem. Do You wish ko continue ?

es ] [ Mo ]

3.245 Remove From Group

Removes the selected user from the User Group that it is under, but does not delete the user.

3.25 Groups Node

The Groups node has a context menu that provides three options.

[=| H .........................

MNew Group
Add Default Groups
Paste

3.25.1 Creating New User Groups
A new Group may be created by any of the following methods:

e Using the Edit-New Group menu item from the Security Configuration Tool menu bar.

Security Configuration
File | Edit Tools Help

Mew User, .. ! I—

Ei Mew Taken »
MNew Access Area

Default Properties. ..
o

-- hrcocess Areas

o

e Using the New Group menu item from the Tree Pane:

!:l 2 Ilm .........................
" New Group
Add Default Groups

Paste

e Using the floating New Group context menu from the List Pane when the Groups node is
selected in the Tree Pane.
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Group Full Mame  Description

e ADMINISTRATORS Spstern Administrators
i DISPATCHERS

e EMGIMEERS

i GUESTS

i OPERATORS

Add Defaulk Groups
Paste

Entering of the name, and display of the Group Properties dialog is very similar in operation to
creating a new User, except that the List pane displays configured Groups.

3.25.2 Adding the Default Groups

If they were not created when the OpenEnterprise database was built, the Default OpenEnterprise
Groups may be added from the Security Configuration tool by selecting the Add Default Groups
option from the context menu off the main Groups icon.

= MNew Group
Add Default Groups

Paste

3.253 Paste Group

The Paste option, when selected from a the Groups icon begins the process of pasting a previously
copied user group's security configuration details to a new user group. If no user group has been
copied, the Paste option is disabled.

:__I ooy Pl
L MNew Group
Add Default Groups

Paste

Before the new user group is created, the Group Name Entry dialog appears, prompting for a name
for the new user group. The name must be unique. When the [OK] button is selected, the new user
group is added, complete with all of the security configuration of the copied user group.

Group Mame Entry

Please enter the name of the new group:

| DAYOPERATORS] :

(0] 4 l [ Zancel ] [ Help
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3.2.6  Group Nodes

Groups created by the Administrative User have a Blue icon ®-#& Al Administrative User created
Groups will appear with a blue icon. Each Group node has a context menu that provides four options.

i O R

MNew User In Group

Copy
Delete

Expansion of the Groups branch displays the configured individual Group names and icons. Selection
of this node results in the configured Groups being listed in the List Pane, together with any
associated Full Name and description.

3.26.1 User Group Properties

This option opens the selected User Group's property pages for editing. See the User Group
Properties Dialog topic for further help on this dialog.

3.2.6.2 Add New User to Group

This option enables a new user to be created and added to the selected User Group. See the
Creating a New User topic for further help on this process.

3.2.6.3 Copy Group

This option enables a User Group's configuration to be copied and then pasted from the Groups
Node.

Note: the users in the copied User Group are not copied. It is the security configuration only that is
copied.

3.2.6.4 Delete Group

Deletes the selected User Group. A warning will appear before the actual deletion.

OpenEnterprise Security Configuration

\‘:\34) Are you sure vou wish ko delete this group and remove it from the database?

[ Yes l [ Mo

3.2.7 Tokens Node
=l ]% T_u_:ukens

This is the Root Node for the all Token Type nodes. It is the only parent node that does not have its
own context menu. Expanding this node displays the available Token Type nodes.
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Security Configuration

File Edit Tools Help

ﬂ Secunty Config Token Gioup I Descriphion
g Default Group G%; OE Alarm Banner  OE Alarm Banner Applicaton Tokens
-4 Users &2 OF flam Chent  DE Alarm Chent Appbcation Tokens
] g Gioups ‘52 OF &larm Printer  OF Alarm Prinker Application Tokens
S| T okens . e%: 0F Desktop 0E Desktop Applcation Tokens
-:F T:'L' I'r':"":": .5_?,, 0E Graphics 0E Graphice Application Tokens
f & Application .5?,, OE Motes Client  DE Motes Chert Appication Tokens
i % Ei“;t“”' & OF SignalView  OF Signal View Apphication Tokens
+ g 0BT ltem .5?., 0E 50L Viewes  OE SOL Viewer Application Token:
& Eﬂ.ﬁ::ess‘ﬁ.rea: .&,DE Trend Clierd  OE Trend Clert Applcation T-°

3.2.7.1 Token Groups Node
Iéﬂ ;ﬂ Token Groups

The Token Groups node has a context menu which enables the user to create new Token Groups.
See the Creating New Token Groups topic for more information.

When the Token Groups Node is expanded, it exposes the Token Group Type nodes. For more
information on Token Group Nodes see the Token Group Nodes topic.

Token Groups are collections of Tokens, which may form a Template of Tokens to be associated with
a User or User Group. User generated Token Groups may consist of a combination of any of the four
types of tokens.

There are also several special Application Token Groups that are maintained independently of the
Administrative User and are grouped by their Component name. They are the Alarm Banner, Alarm
Client, Alarm Printer, OEDesktop, Graphics, Notes Client, Signal View, SQL Viewer and Trend View
Token Groups. These Token Groups cannot be edited.

3.27.11 Token Group Nodes

Expanding this Node will display all the configured Token Groups. Selecting this node results in the
Token Groups being listed in the List Pane, together with any Description.

By associating a Token Group with a User or User Group, all Tokens configured in that Token Group

may be included or excluded from the User's or Group's security profile. Token Groups can be used
as templates to assign selected Tokens to Users or User Groups.
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Security Configuration : 3 ﬂ
File Edit Tools Help

& secuily Coriig Teken Group | Description |
ik Defoul Gioup ﬁ. Enginesr Token Group  Token Template for Engineses
C Users E; OE Alzim Banner OE &lamm Barver Apphcation Tokers
i+ ﬁ Groups & OF alam Clent 0E Alamn Client Application Tokens
- Tokens & 0F Alam Prinles 0E &larm Frirvter &ppication Tokens
ol a : & 0F Deskiop 0F Deskiop Application Tokens
: Er!grm Token Group % OE Giaphics OE Graphics Applcation Tokens
i (!?- OE Alzem B annes E,DEN tes Cien O Motes Clisrt Application Tok
& O Alsm Clent s A £3 LIEN. APRIEAton | OREnS
& {F Alsein Piinter ﬁ\ OE Signal Wiew OE Swnal Yiews Application Tokens
&I 0F Deskiop ﬁ, OE SOL Viewer DE SOL Viewes Application Tokens
0E Graphics g OE Trersd Client 0E Trend Cliert Apphzation Tokens
ﬁ OE Motes Client g, Operator Token Group  Tosen Template for O perators
&2 OE Signal View
& OF 50U Viewe
& DE Trend Client
Q?; Operatoe Token Group
F dpplication
42 Custom
W & File
g€, OPC ltem
[ El_l Boress Ao

3.2.7.1.1.1  User Configured Token Groups

Token Groups may be configured by an Administrator User. The Administrator User can add any of
the default Application Tokens to this Token Group, as well as configure Custom, File and OPC
Tokens for it. The Token Group may then be used as a Token template for User Groups, such as
Operators or Engineers.

3.2.7.2 Application Tokens Node
& Application

The Application Tokens node has no context menu because Application Tokens cannot be created,
modified or deleted by the user. They are created at installation time.

Application Tokens are used to grant or deny application actions defined by the application's menu
items (such as acknowledging alarms in the Alarm Viewer).

Expanding the Node displays the application nodes for which tokens exist.

3.27.21 Application Token Component Types

Expanding any of the application nodes by clicking the plus sign to the left of it will result in the
individual associated application tokens being displayed in the tree. Selecting an application node
itself will result in its associated tokens being displayed in the list pane on the right, together with its

Description, Item Number and Component Name. This is illustrated below for an OpenEnterprise
Alarm Banner Type.
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Security Configuration ll
Fle Edit Tools Help

£ Securty Cordig Token | Description | item1d | Compe
% Default Group AB fecess Area Access Area e OF Ak
] Users AB &larm Banner - Demand Printing  &lam Banner - Demand Frining 1085 0 Ak
i3] g Graups AR Alarm Banner - Properties il Banres - Properhes 117 0E Ak
-y Tokens
+- Token Groups
=l Apphoation

[ ace OF Alarm Chert

fomm OF Dezklop
* E DE Graphacs
Hoed OF Motes Client
- OE Sional View
[ zor OF SOL Viewer
2 [ OE Trend Client

3.2.7.2.2 Drag-dropping Application Tokens

Individually selected tokens may be dragged from the List Pane and dropped onto a User or Group in
the Tree Pane to incorporate them onto an Include or Exclude list, depending on the Drag Option
setting (See Section Drag Options for more detail). They may also be dragged onto Token Groups to
add them to the Token Group.

3.2.7.3 Custom Tokens

@ Custam

The Custom node has its own context menu that enables the user to create new Custom Tokens. See
the Creating Simple String Type Tokens topic for more information.

When the Custom node is expanded, all configured Custom Tokens are displayed in the branch.
When it is selected the Tokens are displayed in the List Pane together with any Descriptions. Custom
Tokens are strings used mainly to grant or deny access to Custom Menus, created with the OEMenu
Editor.

Security Configuration
File Edit Tools Help

@ Security Config Token | [iescription
iy Default Graup & Acoess to all Custorn Tokens
i Users & Change Yalue Changes the value of the signal

[#- Groups
=y Tokens
g Taken Groups

-4, Application

© L Change Value
42, File

42, OPC ltem

-} Access Areas

Selecting an individual Custom Token in the tree will simply list the individual token in the List Pane.
Tokens may be dragged and dropped from List Pane onto Tree Nodes such as User, Group and
Token Group targets in the same fashion as Application Tokens.

3.2.7.4 File Tokens

& Fie
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The File node has its own context menu that enables the user to create new File Tokens. File Tokens
are strings used to grant or deny access to certain files or file types. See the Creating Simple String
Type Tokens topic for more information.

When the Custom node is expanded, all configured File Tokens are displayed. When it is selected
the Tokens are displayed in the List Pane together with any Descriptions.

Security Configuration

File Edit Tools Help

@ Security Config Token  Description
iigh Default Group & =® hccess to all Files
£ Users & * gdf

Groups
= % Tokens
%] Token Groups
Application
& Cuiztom
=2 E
& = odf
&2 OPC Item
Arccess Areas

3.2.75 OPC ltem Tokens

& OPC ltem

The OPCltem node has its own context menu that enables the user to create new File Tokens. See
the Creating Simple String Type Tokens topic for more information on creating new OPC Item
Tokens.

OPC Item Tokens are strings, which grant or deny write access to OPC tags. See the OPC Item
Token Types topic for more information about how OPC Item Tokens work.

When the OPC ITem node is expanded, all configured OPC Item Tokens are displayed. When it is
selected the Tokens are displayed in the List Pane together with any Descriptions.

Security Configuration

File Edit Tools Help

@ Security Config Token Drezcription
iigh Default Group & * Access to all OPC ltems
£ Users & TANK"

Groups
= % Tokens
Token Groups
Application
& Cusgtom
& File

El@,x

&, “TANKZ
Access Areaz
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3.2.8 Access Areas Node

This is the Root Node for all Access Area Nodes. Expanding this branch will list the configured
Access Areas. Selecting this node leads to the Access Areas and their associated Description being
listed in the List Pane.

The Access Areas Icon has one context menu option. This enables a new Access Area token to be
created.

Mew Accessfrea

3.28.1 Creating New Access Areas
A new Access Area may be entered either by

e Selecting the Edit>New Access Area menu option from the Security Configuration Tool
menu bar

Security Configuration
File | Edit Tools Help

Mew Group...

MNew User, ..
Mew Token r

MNew Access Area

Default Properties. ..

| A= = = L

S

e By selecting the New AccessArea context menu option from the Access Areas node.

g Application
& Cuzkom
&2, File

QPC ltem

MNew Accessires

Selecting either of these options will result in prompting for an Access Area name in the right hand list
and, upon successfully entering a uniqgue name, the Access Area Properties dialog will be displayed.

Note: Access Area names are case-sensitive and must be unique within Access Areas only.
3.29  Access Area Nodes

Selecting an individual Access Area node in the left hand pane will result in the Users and groups
currently associated with the Access Area being displayed in the right hand list pane.

A right click on the node will bring up a 'Properties' context menu, which when selected will open the
Access Area Properties Dialog.
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Security Configuration

File Edit Tools Help

@ Security Config Hame | Full Hame | [escription
ik Default Group & ADMINISTRATORS  ADMINISTRATOR USERS  COMTAINS
- Users B L LISERS
% Giroups £2 BuCkET BUCKET ACCESS AREA  GRANTS A
By Tokens £ cup CUP ACCESS AREA GRANTS &
E‘" Access Areas £ ENGINEER EMGIMNEER LISER Ex&MPLE ¢

KET i ENGINEERS ENGINEERS GROLP CONTAING
g £ GUEST
Y TaNKS £ orERATOR
i OPERATORS
£ PUBELIC
£ SvsTEM SYSTEM
£ TaNMES

3.3 The List Pane

Provides more detail on the particular object that has been selected in the Tree Pane. If an object

type node is selected (i.e. Users), all of the configured objects that belong to that type are displayed in
the List Pane.

M ame Full M ame Drezcription
i ADMINISTRATORS Swpstern Administrators
B ALL USERS
£ 25INGH
& DISPATCHERS
fd ENGINEERS
fhk GUESTS
£ kEvE
£ Lee Lee Trayfard  Peilnek
£ MARTIN,

i OPERATORS

£ FUBLIC

£ siMon SIMON C
£ SvsTEM

The column headings and contents will vary depending upon the type of object being displayed. The
list may be ordered by any one of the available columns. The default ordering is normally on on the
first column, in ascending order. Re-ordering may be achieved by clicking on an individual column
header. Clicking again on an already clicked column header will result in reverse ordering using that
header, i.e. if a column was sorted in ascending order, it will be sorted in descending order, and vice
versa. Should the data exceed the capacity of the window then vertical and/or horizontal scroll bars
will appear to allow for scrolling, as necessary.

Objects in the list support a context menu that enables their Properties to be viewed, and optionally
provide a Summary of the object's use or its associations with other objects.
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4 Security Config Tool Tasks

The Security Configuration tool allows Administrative Users to create, modify and delete security
related objects such as Users, Groups, Tokens and Access Areas. The tool also allows Administrative
Users to grant or deny Tokens and Access Areas to Users and Groups, providing comprehensive and
integrated security configuration.
1. Create New Security Objects
Users and Groups
e Creating a new User
e Creating a new User Group
e Adding Default Groups
Tokens
e Creating new Token Group Tokens
e Creating new Custom Tokens
e Creating new File Tokens
e Creating new OPC Item Tokens
e Note on Application Tokens
Access Areas
e Creating new Access Areas
2. Edit Security Items
Users and Groups
e Modifying User account settings
¢ Modifying User Group account settings
e Modifying the Default User account settings
e Adding a New User to a Group
e Removing All Users From a Group
Tokens
e Modifying Token Groups
¢ Modifying Custom Tokens
¢ Modifying File Tokens
e Modifying OPC Item Tokens
e Linking Tokens with a Token Group

e Linking Tokens or Token Groups with a User or Group
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¢ Viewing and Breaking Token Links
Access Areas

¢ Modifying Access Areas
3. Delete Security Items

e Deleting Users, Groups, Tokens and Access Areas.
4.1  Creating Security Objects
41.1 New Users and Groups
41.1.1 Creating a New User
A new User may be created by any of the following methods:

e Using the Edit-New User menu item from the Security Configuration Tool menu bar.

Security Configuration
File | Edit Tools Help

Mews Group. ..

Mew Taoken [g

MNew Access Area

Default Propetties. ..

e Using the New User context menu from the Users icon in the Tree Pane.

=R #{Us

New Lser
Paste

e New User floating context menu from the List Pane with Users icon selected in Tree Pane.

|lzer Full arne Dezcription | Group
£ A5INGH ENGINEERS
£ keve ENGINEERS
£ LEE Lee Trayfard  Peilnek
£ MARTIN,
£ PUBLIC
£ siMON SIMONC
£ SYSTEM
MNew User
Paste

Once the New User menu item has been selected, the List Pane will automatically display all

the currently configured Users. A new entry with a blank name field is inserted at the top of the
list.
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A valid name should be entered, and the Enter key selected. This will invoke the User
Properties dialog, which will allow more detailed editing of the User.

Note: Once the new User name has been entered, it is not possible to edit it at a later time.
41.1.2 Creating New User Groups
A new Group may be created by any of the following methods:

e Using the Edit-New Group menu item from the Security Configuration Tool menu bar.

Security Configuration
File | Edit Tools Help

Mew Lser, .. ! |—

Ei Mew Taken k
MNew Access Area

Default Properties. ..
e A

-- hcoess Areas

5

e Using the New Group menu item from the Tree Pane:

R E MNew Group
Add Default Groups
Paste

e Using the floating New Group context menu from the List Pane when the Groups node is
selected in the Tree Pane.

Group Full Hame  Description

i ADMINISTRATORS Spsterm Administrators
i DISPATCHERS

il ENGINEERS

e GUESTS

ka4 OPERATORS

Add Default Groups
Paste

Entering of the name, and display of the Group Properties dialog is very similar in operation to
creating a new User, except that the List pane displays configured Groups.
41.1.3 Adding the Default Groups

If they were not created when the OpenEnterprise database was built, the Default OpenEnterprise
Groups may be added from the Security Configuration tool by selecting the Add Default Groups
option from the context menu off the main Groups icon.
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=] ﬂ NEW Grﬂup .................
Add Default Groups
Paste

4.1.2 New Tokens
41.2.1 Creating New Token Groups
A new Token Group may be created by any of the following methods:

e Selecting the Edit>New Token>New Token Group menu item from the Security Tool menu
bar.

Security Configuration
File | Edit Tools Help

Mew Graup. ..
[ew Lset, ., I
Mew Taken Cuskarm

Mew Access Area File

OPC Ikem

Default Properties, ..

e Selecting the New Token Group menu item from the expanded Tree Pane:

Security Configuration

File Edit Tools Help

@ Securnty Caonfig
H Default Group

E Uzers

EH Groupz

i BLUEGROLP1

E% Taokens

e Selecting the floating New Token Group context menu from the List Pane whilst the Token
Group icon is selected in the Tree Pane:

& 0E SOL Yiewer 0E SOL Viewer Application Takens
& QE Trend Client QE Trend Client Application Tokens
& Operator Token Group  Token Template for Operators

Mewt Token Group
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Once this menu item has been selected, the List Pane will automatically display all the currently
configured Token Groups. A new entry with a blank name field is inserted at the top of the list. A valid,
unigue name should be entered, and the Enter key selected. This will invoke the Token Group
Properties dialog, which will allow more detailed editing.

Note: once the new name has been entered, it is not possible to edit the name at a later time.
41.2.2 Creating Custom, File and OPC Item Tokens
Custom Tokens, File Tokens and OPC Item Tokens are created in the same way:

e Select the Edit>New Token menu item from the Security Tool menu bar. Then select the
desired option from the list (e.g. Custom, File or OPE Item).

Security Configuration

File | Edit Tools Help

Mew Group. .. |
MNew User, ., I
Mew Token m
Mew Access Area File

QP Thermn
Default Properties. ..

Token Group

e Select New Token menu item from the expanded Tree Pane.

EI% Tokens
-5 Token Groups
g2, Application

- & B
#-42, OPC ltem
EEI-- Access Areas

o Select the floating New Token context menu from the List Pane when the Custom, File or
OPC Item node is selected in the Tree Pane.

Security Configuration

File Edit Tools Help

@ Security Caonfig Tl:ukenl Dezcription
i Default Group &+ Accesstoall
ﬁ Users

- Groups
=iy Tokens

g Taoken Groups

[F-4£2, Application

& Cuistam

Once this menu item has been selected, editing may proceed in a similar way as described in the
section Adding a New Token Group. The name should be unique among other Custom Tokens, and
is case-sensitive. Once the name has successfully been entered, the Custom Token Properties dialog
will be displayed. Note: it is not possible to edit the Token name once it has been entered.
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4.1.2.3 On Creating New Application Tokens

It is not possible to create a new Application Token by means of this tool. For an explanation of all
Application Tokens see All Application Tokens.

4.1.3 Creating New Access Areas
A new Access Area may be entered either by

e Selecting the Edit>New Access Area menu option from the Security Configuration Tool
menu bar

Security Configuration
File | Edit Tools Help

Mew Group...
E MNew User, ..
Mew Taken »

MNew Access Area

Default Properties, ..

| = = = L)

e By selecting the New AccessArea context menu option from the Access Areas node.

g Application
& Custam

[tem

MNew Accessires

Selecting either of these options will result in prompting for an Access Area name in the right hand list
and, upon successfully entering a uniqgue name, the Access Area Properties dialog will be displayed.

Note: Access Area hames are case-sensitive and must be unique within Access Areas only.
4.2  Modifying Security Objects

4.2.1  Modifying Users and Groups

421.1 Modifying Default Group Settings

There are two ways to modify Security settings for the Default Group.

e From the Edit>Default Properties menu item.

Security Configuration
File | Edit Tools Help

Mew Group...

Mew User, ..

Mews Taken r
Mew Access Area

Default Properties. ..
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e From the Properties context menu item on the Default Group node, which may be accessed
from the Tree Pane

Security Configuration '

File Edit Tools Help

@ Securty Config
]

. B I
G+ Groups
+-i7y Tokens

-- Arocezs Aleas

When either of the above menu options are chosen the Default Properties dialog is displayed.

Note: any tokens 'Included' and not Excluded in the Default Group may not subsequently be

'Excluded' from any other group or User. It is best, therefore, to 'Include’ only the bare minimum of
tokens necessary within the Default Group.

42.1.2 Modifying User Account Settings

There are two ways to modify Security settings for a User.

e Right click on a User and select the Properties menu item from the context menu.

Security Configuration
File Edit Taools Help

@ Securty Config
Py Default Group

Elﬁ |dzers

CL
Ep  Delete

GL  Remove From Group
MEW USEH
OFERATOR

e Double click on a User
This will reveal the User Properties Dialog, from which security settings can be modified for the User.
4.2.1.3 Adding a New User to a Group

There are two ways to add a new User to a User Group.

Select the Group to which the new User will be added, right click and select ‘New User In
Group' from the context menu, as shown in the example below.
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Security Configuration

File Edit Tools Help

@ Securnty Caonfig
figh Default Group
E Uszers
Efigd Groups
i ..

E Ep Propetties

H W] MMew User In Group k
% Toker  Femove All Users
-- Accers Areas

e Drag and Drop the User from the List Pane to a User Group in the Tree Pane

File Edit Tools Help

PUBLIC
b+ JSMITH SYSTEM

42.1.4 Removing All Users from a Group

Select the Group from which all Users will be deleted, right click and select 'Remove All Users From
Group' from the context menu, as shown in the example below.

Security Configuration

File Edit Tools Help

@ Security Config
“ Drefault Group

!3 Uzers

Eliﬁ Groups

E EETI Properties

=ik O

% Toker

Mew User In Group

4.2.2 Modifying Tokens
4221 Modifying Token Groups
There are two ways to modify Token Groups.

e Right click on a Token Group and select the Properties menu item from the context menu.
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Security Configuration

File Edit Tools Help

@ Securnty Caonfig
&ﬂ Default Group

ﬁ dzers
g Groups
=y Tokens

Ellﬁ Token Groups

-2 OF &k
-2 OF &k

& OF Al Summary
& OE Desktop

Delete

e Double click on a Token Group

This will reveal the Token Group Properties Dialog, from which security settings can be modified for
the Token Group.

Note: Settings cannot be changed for the Application Token Groups. They are managed
automatically by OpenEnterprise.

4222 Linking Tokens with a Token Group
There are two ways to Link other Tokens with a Token Group.

1. Use the Token Group's Properties Dialog.

2. Select a Token from the List Pane and drag-drop it onto the Token Group in the Tree Pane.
4.2.2.3 Linking Tokens or Token Groups with Users or Groups
There are two ways to Link Tokens or Token Groups with Users or Groups

1. Use the User or Group Properties Dialog.

2. Select a Token from the List Pane and drag-drop it onto the User or Group in the Tree Pane.
4224 Modifying Custom, File and OPC Item Tokens
There are two ways to modify Custom, File or OPC Item Tokens.

¢ Right click on a Custom, File or OPC Item Token and select the Properties menu item from
the context menu.
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Security Configuration

File Edit Tools Help

@ Security Config

- fiy Default Group
ﬁ Users

@i Groups

EI% Takens

-5 Token Groups

Application
El& Custam

& Fie .m
& OPC ke Delete

B Access A SUMMary

e Double click on any Custom, File or OPC Item Token

This will reveal the Token Properties Dialog, from which the Description can be modified for the

selected Token.

Note: Only the description or Access Area can be modified for these types of Tokens.

4225 Viewing and Breaking Token Links

When a Token Group is placed into the Include or Exclude Token list for a User or Group, it is said to
have a Link to that User or Group. These Links may be viewed and removed by accessing the Token
Summary dialog. This dialog may be invoked by selecting the Summary option on a Token context

menu.

Security Configuration

File Edit Tools Help

@ Security Config
g Default Group
ﬁ Users

- Groupz
-y Tokens

----- OF Alamn Bary FOPEEes
& DE Alam Cligr_ DeElEte

- OE &larm Print
----- & 0E Desktop

4.2.3 Modifying Access Areas

There are two ways to modify Access Areas.

e Right click on an Access Area and select the Properties menu item from the context menu.
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Security Configuration

File Edit Taools Help

@ Securty Config
Py Default Group
ﬁ Users
-- Groups
% Tokens
El Access Aleas
ALL

&

=
Tk EIELE

e Double click on any Access Area

This will reveal the Access Area Properties Dialog, from which the Description can be modified for the
selected Access Area.

Note: Only the description can be modified.
4.2.4 Deleting Security Objects

To delete a User, Group, Token or Access Area, select the object, right click and then select the
'‘Delete’ option from the context menu, as shown in the example below.

Security Configuration

File Edit Tools Help

@ Security Config
&ﬁ Drefault Group

Elﬂ Users

BUCKET Properties
Cur
EMGINEER

Note: The following objects cannot be deleted:-
1. The Default Administrator (SYSTEM)
2. Any Application Token Group
3. Any Application Token
4. Any Token associated with a User, Group or Token Group

5. Any Access Area associated with a User or Group

5 Security Configuration Dialogs

The dialogs available from the Security Configuration tool enable the Administrative User to configure
every aspect of OpenEnterprise Workstation Security. Each dialog is accessed by means of a Menu

item, or by double clicking or right clicking with the mouse on the appropriate object in either pane of
the Security Configuration tool interface.
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1. The User dialog

2. The User Group dialog

3. The Token Group dialog

4. The Token dialog

5. The Token Summary dialog

6. The SQL Import-Export File dialog
7. The File Import dialog

8. The Options dialog

5.1 User Property Pages

User properties are configured with the user property pages, which can be accessed from the context
menu on any user selected from the tree pane or the list pane. There are nine user property pages.

1. User Properties page

2. User Account page

3. User Summary page

4. User Access Areas page

5. User Application Token page
6. User Custom Token page

7. User File Token page

8. User OPC Item page

9. User Token Group page
5.1.1 The User Properties Page
The Properties tab enables Administrator Users to configure basic security settings for each
OpenEnterprise User. The Properties tab for a single User differs from the Default Group and User

created Group pages, in that the Password, Verify Password and Parent Group fields are disabled,
and there is no Summary tab for Groups.
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Security Configuration

User Properties - SEC_DEFAULT_USER1

Yerify Password: | YY)

[ Account LockOut

Cuztom Token ; _Fi_Ie T_u;ulfn_an i OFC Iterr_|_ T_u:uk_en Tu:u_kerj I_3r|:|_u|_:| i
Properties | Azcount Summany Arocess Areas Application Token
Uzer Settings Adminigtration
Idzer Mame: | | [] Change Password At Mext Logon
Full Marmne: | [ Uszer Canmot Change Password
Drescription: |53.3urit_|,| Test Spec User | [ Swstem Adminiztratar
Pazzward: |---------- | [ Account Disabled

Aocessdres (ALl v Grantor. |
Group
Parent Group: SEC_DEFAULT_GROUP v|
Load .OED File
[] Login
| -
[ ] Logout
| .
ok || Cancel || fpow || Hep
5.1.1.1 User Name

This is a read only field: the name is not editable once the User has been created. The Security
Configuration tool displays all User names in upper case.

5.1.1.2 Full Name

This is an optional character field. It may be used to specify the full name of the User if it was

abbreviated in the Name field.

5.1.1.3 Description

This is an optional character field, which may be used to provide further information concerning the
User.

5.1.14 Password

This field allows the password to be changed. It is greyed out when the logged in User does not have
sufficient privileges to change this field. For security reasons this field is initially shown as 10 asterix
symbols regardless of the password length.

Note: this field is disabled for Groups and the Default Group.
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5.1.1.5 Verify Password

For verification purposes this field should contains a repeat of the User's password. This field is
likewise shown initially shown as 10 asterix symbols regardless of the password length.

Note: this field is disabled for Groups and the Default Group.
5.1.1.6 Access Area

This field is defaulted to ALL when creating a new User. When a User's security is configured, the
access areas available to the User will be those assigned to the Security Administrator. A suitable
access area may be selected from the list.

5.1.1.7 Change Password at Next Logon

This allows a Security Administrator to force the User to change their password the next time they
logon to Open Enterprise.

This field is mutually exclusive to the 'User Cannot Change Password' field.
5.1.1.8 User Cannot Change Password

There may be cases where a Security Administrator wishes to prevent a User from changing their
password. Setting the User Cannot Change Password tick box for the User's account allows this
functionality to be enforced.

This field is mutually exclusive to the 'User change password at next logon' field.
5.1.1.9 System Administrator

When checked, it enables a created User to be given the status of an Administrative User.
Administrative rights can only be revoked by the Administrative User who granted those rights.
Therefore, when viewing User Property pages, this field will be disabled if the currently logged in
Administrative User did not originally grant Administrative rights to the Administrative User being
reviewed.

Note: this field is disabled for Groups and the Default Group.

5.1.1.10 Account Disabled

Setting of this flag will disable a User's account. This prevents the User from logging on and from
changing their password.

Only a Security Administrator can enable a disabled User account.
5.1.1.11 Account Lockout

This flag indicates a User's account is locked out. This prevents the User from logging on and from
changing their password.

Although an account can be locked out manually, the most common use of account lockout will be to
protect the OpenEnterprise SCADA System. For instance, consecutive failures to log on as a User
due to an incorrect password can cause the User's account to be locked out.

The unlocking of an account may be achieved by either of the following:

e Manual unlocking by a Security Administrator using the configuration tool

e Time based, whereby the lock is automatically released after a pre-configured period of time
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51.1.12 Grantor

The dialog box below details the setting of the Grantor field. Here the current Security Configuration
Tool User is logged on as SYSTEM. The SYSTEM User has assigned administrative rights to a User
called NEW User as indicated in the Grantor field.

Note: this field is disabled for Groups and the Default Group.
5.1.1.13 Configure Group Privileges

Opens up the Security Group Privileges Editor for configuring Database Privileges for the User Group.
This button is only available on the User Group Properties Page. The User Properties Page has the
Parent Group selection list in place of this button, because Database Privileges are only configured
on a User Group basis.

5.1.1.14 Parent Group

It enables the Administrator to select a group from the available list to which a selected User will
belong. A User may only belong to one parent group. The security privileges of the parent group will
be added to the User's own privileges.

Note: This list is replaced by the 'Configure Group Privileges' button on the Groups Properties page.
5.1.1.15 OK Button

When selected, the dialog closes, and any configuration changes are sent to the database.

5.1.1.16 Cancel Button

When this button is selected, the dialog will close. Any configuration changes made will not be sent to
the database.

5.1.1.17 Apply Button

When selected, the changes already made on the dialog will be sent to the database without closing
the dialog.

5.1.1.18 Login Checkbox

When checked, the Logged in OEDesktop Filename field and its Browse button become enabled.
This allows a specific OEDesktop file to be defined and loaded when a particular User logs in on an
OpenEnterprise Workstation.

It is also possible to specify a Logged in OEDesktop file for a User Group, for the Default (All) Users
Group, and also from within the saved OEDesktop file itself (for further information see the
OEDesktop ) .

For an explanation of how OEDesktop Login - Logout file precedence works, see the Login - Logout
File Precedence page.

5.1.1.19 OEDesktop Login - Logout File Precedence

Imagine that a User has been granted their own unique 'Logged in' OEDesktop file. This User belongs
to a User Group that has a different 'Logged in' OEDesktop file assigned to it from the Security
Configuration tool.

If this User now Logs into an OEDesktop that had been configured itself to load a 'Logged In'
OEDesktop file, which OEDesktop file would be loaded? The order of precedence would be:

1. Load OEDesktop file specified at User level
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2. Load OEDesktop file specified at User Group level

3. Load OEDesktop file specified at All (Default) Users Group level

4. Load OEDesktop file specified by the OEDesktop file itself.
Therefore, in the above example, the OEDesktop file specified at User level would be loaded.
5.1.1.20 Logout Checkbox

When checked, the Logged out OEDesktop Filename field and its Browse button become enabled.
This allows a specific OEDesktop file to be loaded when this User Logs out of OpenEnterprise on a
Workstation.

It is also possible to specify a Logged out OEDesktop file for a User Group, for the Default (All) Users
Group, and also from within the saved OEDesktop file itself.

For an explanation of how OEDesktop Login - Logout file precedence works, see the Login - Logout
File Precedence page.

51.1.21 Logged in OEDesktop Filename

The full path name of the OEDesktop file to be loaded when the User or User Group logs in should be
entered here. Of course, you can also use the browse button [...] to the right of this field to search for
the actual file. When a file has been selected, the path and file name will be entered here
automatically.

5.1.1.22 Logged out OEDesktop Filename

The full path name of the OEDesktop file to be loaded when the User or User Group logs out should
be entered here. Of course, you can also use the browse button [...] to the right of this field to search
for the actual file. When a file has been selected, the path and file name will be entered here
automatically.

5.1.1.23 OED File Browse Button
When this button is selected, you will be presented with a standard Open file dialog.
Look in: | 3 MyDisplays -] « & o BB

| HalpDesktop.oad || TEST4.0ed

File rarne: I Open I
Files of type: ||JE Deskiop Fie [ oad) LI Cancel |‘é

Select the correct OED file to be loaded, and select the [Open] button. The file will not be opened,
but the dialog will close, and the full path and name of the file will be entered into the appropriate
OEDesktop file name field on the Properties tab.
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5.1.2 User Group Properties Page

This page enables Administrator Users to configure security settings for User Groups. The dialog
displayed in the example below is for the Default Group. The Default Group is created automatically
by OpenEnterprise, and cannot be deleted. Since it is the Default Group, these settings apply to every
User. Some of these settings can be overidden at a User or at a created User Group level, but others
cannot. See Security Concepts and Glossary of Terms for more information on this. Note that there is
no Summary tab, and Password and Verify Password fields are disabled. This is also true for the
Properties Page of created Groups.

Group Properties - OPERATORS r'S_—(J
File Taken ] OFC Itern Token ] Token Group ]

Properties l Account ] Access Areas ] Application Taken ] Custorn Token ]
Uszer Settings Adririztration

Iser Mame: | | Change Fazsward At Nest Logan

Full Marme; | [ User Cannot Change Password

Description: | Jii

Pazsword: | [~ Account Dizabled

Yerifp Pazzword: | [ Account LockOut

Access frea; |,.-_*.,|_|_ j Grantor; |

Group privileges
Configure graup privileges |

Load .OED File
[+ Login
|E:'xM_I,IDispla_l,ls"-.M_l,lDesktu:up.u:ued
[v Logout
|E:"~MyDi$pIays"-.Ll:ugged Ot oed |

] Cancel Apply | Help |

5.1.3 The User Account Page

This tab enables the Administrator User to configure a User's password expiry, length and minimum
age before a new password is allowed, as well as account lockout and auto logout settings.
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User Properties - SEC_DEFAULT_USER1

j Cuztom Token I File Token ; OFC [tem quen : Tu:u_ken Group j
Properties Account Summarny [ Aocess Areas [ Application Token
Fazzward Expiry
[Expiesin [2 | Drays Dvaysz Prior To Expiry
Fazzword Lenagth Fazzword Age
[ ] M aximum Length Characters
[ Minimum Age Drays
[ ] Minimum Length Characters
Account Lock Out Auto Log Out
[ Lock Dut Duration Lo | Minutes [] Log Out [Fixed Period] In [ inutes
Mumber Of Failed Lag On - = - . REgEE (0
[ Attempts Befors Lock Out |° | [ Log Out [Inactivity Periad) In pla Minutes
] l [ Cancel ] [ Apply ] [ Help

5.1.3.1 Expires In

If not checked, then the User has Password Expiry disabled, and, as such, their Password never
expires. The other fields in the Password Expiry section are disabled as long as the Expires In field is
unchecked. When the Expires In field is checked, then the other fields in this section become enabled
for editing.

Password Expiry is configured in days, and is applied relative to the last password change for the
User. For instance, if a User changes their password at 11:23:07am on the 24th November 2000, and

their account is configured such that the password expires after 3 days, then the User will be forced
into a password change from 11:23:07am on the 27th November.

5.1.3.2 Expiry Warning
The Expiry Warning tick box will be greyed out unless the Expires In tick box has been enabled.

Configured in days, the Password Expiry Warning field allows a User to be warned in advance of an
impending password expiry.

5.1.3.3 Refuse Login When Password Expires for OE Components

When a password expires for a User, the OpenEnterprise System can be configured such that the
User is either: -

e Prevented from logging on to the system, or
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e Permitted to log on to the OpenEnterprise System, but is expected to change their password
immediately.

The Refuse Log In When Password Expires For OE Components tick box allows this functionality to
be configured for OpenEnterprise Components, (e.g. OPC Server, HDA Server, Alarm Client Server).

The OELogin Client will enforce a password change for any User who is configured to allow log in
when a password expires. If the User then chooses not to change their password, they will be
automatically logged off the system.

5.1.34 Refuse Login When Password Expires for ODBC or SQL Components

If checked, OpenEnterprise will refuse to Login any User using a non-OpenEnterprise Component to
access the Database. Such components would be ODBC (the Toolbox) or SQLC (the SQL Client).
Since OpenEnterprise cannot enforce a Password change for non-OpenEnterprise components, this
option should be checked for Users whose Password is set to expire.

5.1.35 Password Length Section

This section enables the User to configure Password dimensions.

5.1.3.6 Maximum Length

This field contains the maximum number of characters acceptable for a User's Password.
5.1.3.7 Minimum Length

This field contains the minimum number of characters allowed in a Password.

5.1.3.8 Password Age Section

This section enables the User to configure the length of time a new User password will last before a
new password is required. Regular changing of User passwords is a necessary part of any good
security regime.

5.1.3.9 Minimum Age

A User's account can be configured such that they are only allowed to change their password on a
periodic basis.

The Minimum Age option can be used to enable this. The period is configured in days, and is applied
based on the last password change for the User. For instance, if the Minimum Age is specified as 5
days, and the User changes their password at 2:45:34pm on the 24th November, then they will not be
allowed to change their password again until 2:45:34pm on the 29th November.

If the Minimum Age value is greater than the Password Expiry value then there could be a situation
where an expired password cannot be changed. The Configuration tool ensures that this situation
cannot occur.

5.1.3.10 Account Lockout

This flag indicates a User's account is locked out. This prevents the User from logging on and from
changing their password.

Although an account can be locked out manually, the most common use of account lockout will be to
protect the OpenEnterprise SCADA System. For instance, consecutive failures to log on as a User
due to an incorrect password can cause the User's account to be locked out.

The unlocking of an account may be achieved by either of the following:

e Manual unlocking by a Security Administrator using the configuration tool
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o Time based, whereby the lock is automatically released after a pre-configured period of time
5.1.3.11 Lockout Duration

This field contains the number of minutes duration for which the User will be locked out of their
account. Although an account can be locked out manually, the most common use of account lockout
will be due to an incorrect User name or Password. A value of 0 for this field implies permanent lock
out, as does leaving the associated tick box unchecked.

5.1.3.12 Number of Failed Logon Attempts Before Lockout

This field contains the number of minutes duration for which the User will be locked out of their
account. Although an account can be locked out manually, the most common use of account lockout
will be due to an incorrect User name or Password. A value of 0 for this field implies permanent lock
out, as does leaving the associated tick box unchecked.

5.1.3.13 Auto Logout Section

This section can be used to ensure that Workstations are not left with Users logged on to the
OpenEnterprise SCADA System.

5.1.3.14 Logout Fixed Period

A fixed period in minutes during which a user can remain logged in. After that time OpenEnterprise
automatically logs the user out.

5.1.3.15 Logout After Inactivity

A period (in minutes) of mouse or keyboard inactivity allowed on the PC from which a user has logged
in. After that time of inactivity has expired, OpenEnterprise logs the user out.

5.1.3.16 Apply Logout Per Database Connection

By default all auto log out functionality is applied on a per Workstation basis and this is the
recommended configuration for all OpenEnterpriseWorkstation Users. By handling auto log out on a
per Workstation basis, OpenEnterprise prevents the situation whereby some of the Database clients
on a Workstation are logged on and others are not. A situation based on when those OpenEnterprise
Database clients were started and when a new activity last occurred within each client would lead to
an ambiguous situation in terms of determining the current log on status of a Workstation.

If, however, pseudo Users are used to provide access to automatic report generation, and are only

likely to log on through one client, then it may be preferable to configure those Users to handle auto
log out on a per connection basis.

514 The User Summary Page

This page summarizes the current settings for a User. This tab is not provided for either a User
created Group or the Default Group.
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User Properties - SEC_DEFAULT_USER1

Cuztom Token File Token OFC Item Token Token Group
Properties Azcount Surnmary Aocess Areas Application Token
Control Yalue  Source
Accezs frea ALL
Pazswaord E xpiry -
W arning -
Refuze Login OE Falze

Refuze Login ODBC/SAL Falze
b ax Pazswaord Lenath -
Min Pagzwiard Length

Min Pagzwiard Age

Lockout Duration

Failed lagons befare lock

Lagout [fiked periad]

Laogout [Inactiity penad]

Change passward nest lagin Falze
IJzer can't change pazsward Falze
Account Dizabled Falze
Account Lockout Falze
Login .OED File -
Logout OED File -
System Admin Falze
[Grantor -

] H Cancel H Apply H Help

5.14.1 Summary List

This list provides an Administrator with configuration details for a User at a glance. It shows a list of
control items together with their current values, and the source of the control value. For example, if
the User belongs to a Group that has set the minimum password length yet User hasn't, then the
source will be shown as "Group", and the number displayed. Possible values in the Source column
are: User, Group, Default. If no value is currently in use then a double dash "--" will be displayed.

5.1.4.2 OK Button
When selected, the dialog closes, and any configuration changes are sent to the database.
5.1.4.3 Cancel Button

When this button is selected, the dialog will close. Any configuration changes made will not be sent to
the database.

5.1.4.4 Apply Button

When selected, the changes already made on the dialog will be sent to the database without closing
the dialog.

5.1.5 The User Access Areas Page

This dialog is used to assign Access Areas to a User or User Group.
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User Properties B x|
Cuztom Taken I File Token OFC ltem Taken Taken Group
Froperties I Account Surmmary Arcoess Aleas Application Token
Birvailable:

ACCeszarea | D ezcription |

CUP Cup Accessires
TAMES  Tanks Accessbrea

Add Hemmye |

ACCESZalEd I [escription |

T Default Access Area
BUCKET Bucket Accesstrea

Azsociated:

k. I Cancel it 1

5.15.1 Available Access Areas
This list displays the Access Areas available which have not yet been associated with the User.
5.1.5.2 Add Access Area Button

When this button is selected, any Access Area chosen in the Available Access Areas List will be
moved to the Associated list for the User.

5.15.3 Remove Access Area

Any Access Areas chosen from the Associated Access Areas List will be removed. They will no longer
be associated with the User.

5.154 Associated Access Areas

This list displays the Access Areas already associated with the User.

5.155 OK Button

When selected, the dialog closes, and any configuration changes are sent to the database.

5.1.5.6 Cancel Button

When this button is selected, the dialog will close. Any configuration changes made will not be sent to

the database.
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5.1.5.7 Apply Button

When selected, the changes already made on the dialog will be sent to the database without closing
the dialog.

5.1.6  The User Application Token Page

This tab enables the Administrative User to award or deny individual Application Tokens to Users.

User Properties N x|
Cuztom Token I File Token I OFC [tem Taoken | Token Group |
Properties I Account I Surmmarny I Aocess Areas Application Token
Areailable Tokens Include List
M amne | - I ame | Component |
AB Access Area

AB Aarm Banner - Demnand Printing

Alarm Banner - Properties
ASC Aok nowledge
ACE A el nowledge Al
Act A djuzt Histonical Time A ange
A% Alarm Clent - Demand Printing
Acc Alarm Client - Properties ¢ Bemove Exclude List

Include » >

Ace Column Alias

act Create Event

act Dizable Audible Alert

act Ewvent Log Editing [High]
Acc Eyent Log Editing [Low] Ewxclude >
aci Eyvent Log Editing [Medium]

"'G'i Fureed Curent HianrianI Time FIHHTILI
4 3

— Test String

I [T fccessed
String checking iz not applicable for this token tepe

I arne | Component |

Pl

] I Cancel | Apply

5.1.6.1 Available Tokens

This list displays the Tokens available to the User.

5.1.6.2 Include Button

This button becomes available when a token is selected from the 'Available Tokens' list or the
'‘Exclude List'. When the button is clicked, the token selected is removed and placed in to the ‘Include
List' for the User.

5.1.6.3 Remove Button

This button becomes enabled when a Token is selected from the 'Include List' or 'Exclude List'.

Clicking the button will remove the selected Token from the List in which it currently resides and
replace it into the 'Available Tokens' list.
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5.1.6.4 Exclude Button

This button becomes available when a token is selected from the 'Available Tokens' list or the 'Include
List'. When the button is clicked, the token selected is removed from that list and placed in to the
'Exclude List' for the User.

5.1.6.5 Test String

If a string is entered here, then the check box will indicate whether or not the string in question would
be accessible based on the current Include/Exclude list for these Token Types

Note: Any Tokens assigned indirectly via Token Groups are not included in this pattern match. Also,
the state reflects the currently displayed lists. These may not yet have been updated in the database
if Apply has not been selected.

Note: This field is disabled on the Application Token and Token GroupsTabs.

For an explanation of how Token strings are matched and how the Include and Exclude lists are
searched see Token Pattern Matching.

5.1.6.6 String Accessed

If the String typed into the Test String field is matched in the User's included list, then this box is
checked.

5.1.6.7 OK Button
When selected, the dialog closes, and any configuration changes are sent to the database.
5.1.6.8 Cancel Button

When this button is selected, the dialog will close. Any configuration changes made will not be sent to
the database.

5.1.6.9 Apply Button

When selected, the changes already made on the dialog will be sent to the database without closing
the dialog.

5.1.7 The User Custom Token Page

It is on the Custom Token Tab that Users can be awarded or denied individual Custom Tokens. This
tab is very similar in operation to the Application Token tab, but these tokens do not have a
Component displayed.
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Properties | Account I Summary I Access Areas I Application Taoken
Custom Taken | File Token I OPC ltem Token I Token Group
Ayailable Tokens Include: List
I ame | Mame |
& ChongeVake ¢

[mElude >3

Tty Exclude Lizt

I ame |

Exclude »»

fi

— Test Stnng

v Accessed

HEB: This test rezult iz caloulated from the includedesclude listz displayed which may or may nat have been
updated in the databaze. It alzo includes any related default/aroupduser levels as approprate.

k. I Cancel | Apply

5.1.7.1 Available Tokens
This list displays the Tokens available to the User.
5.1.7.2 Include Button

This button becomes available when a token is selected from the 'Available Tokens' list or the
'‘Exclude List'. When the button is clicked, the token selected is removed and placed in to the ‘Include
List' for the User.

5.1.7.3 Remove Button

This button becomes enabled when a Token is selected from the 'Include List' or 'Exclude List'.
Clicking the button will remove the selected Token from the List in which it currently resides and
replace it into the 'Available Tokens' list.

5.1.7.4 Exclude Button

This button becomes available when a token is selected from the 'Available Tokens' list or the 'Include
List'. When the button is clicked, the token selected is removed from that list and placed in to the
‘Exclude List' for the User.

5.1.75 Include List

This list displays the Custom Tokens that have been awarded to the User. Items in this list may be
removed by using the [<<Remove] button.
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Items may be moved to the Include list by selecting them in the Exclude List and pressing the Include
button.

Note: It will not list any Custom Tokens that may have indirectly been assigned to this User by means
of a Token Group, unless they have also specifically been awarded as individual Tokens.

Note: There may be contention issues whereby a User has a Token explicitly Included yet has the
same token Excluded as a member of a Token Group. In this case the Include overrides the Exclude,
regardless of whether the source was from an individual Token or Token Group allocation.

5.1.7.6 Exclude List

This list displays the Application Tokens that have been denied to the User from this configuration
page. Items in this list may be removed by using the [<<Remove] button.

ltems may be moved to the Include list by selecting them in the Exclude List and pressing the Include
button.

Note: it will not list any Custom Tokens that may have indirectly been removed from this User by
means of a Token Group, unless they have also specifically been excluded as individual Tokens.

5.1.7.7 Test String

If a string is entered here, then the check box will indicate whether or not the string in question would
be accessible based on the current Include/Exclude list for these Token Types

Note: Any Tokens assigned indirectly via Token Groups are not included in this pattern match. Also,
the state reflects the currently displayed lists. These may not yet have been updated in the database
if Apply has not been selected.

Note: This field is disabled on the Application Token and Token GroupsTabs.

For an explanation of how Token strings are matched and how the Include and Exclude lists are
searched see Token Pattern Matching.

5.1.7.8 Accessed Check Box

This box becomes checked if a string typed into the Test String field matches a string in the User's
Included Token list. It verifies that the User has access to the Token.

5.1.7.9 OK Button
When selected, the dialog closes, and any configuration changes are sent to the database.
5.1.7.10 Cancel Button

When this button is selected, the dialog will close. Any configuration changes made will not be sent to
the database.

5.1.7.11 Apply Button

When selected, the changes already made on the dialog will be sent to the database without closing
the dialog.

5.1.8 The User File Token Page

It is on the File Token Tab that Users can be awarded or denied individual File Tokens. This provides
or denies access to files on the User's Workstation (e.g. could be certain displays).
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X

User Propetties

Properties Account | Surmmarny I Aocess Areas I Application Taken
Custom Token File: Tk et | OPC Item Token I Token Group
Aveailable Tokens Include List
[ ame | WEE |

&

[nciude >

e E =clude Lizt

I armne |

Exclude >

Pl

— Test String

¥ Accessed

MB: This test result iz calculated from the includedeschide lists dizplaged which may or may not have been
updated in the databaze. It alzo includes any related default/groupuzer levels as appropriate,

k. I Cancel Spply

5.18.1 Available Tokens
This list displays the Tokens available to the User.
5.1.8.2 Include Button

This button becomes available when a token is selected from the 'Available Tokens' list or the
'‘Exclude List'. When the button is clicked, the token selected is removed and placed in to the ‘Include
List' for the User.

5.1.8.3 Remove Button

This button becomes enabled when a Token is selected from the 'Include List' or 'Exclude List'.
Clicking the button will remove the selected Token from the List in which it currently resides and
replace it into the 'Available Tokens' list.

5.1.84 Exclude Button

This button becomes available when a token is selected from the 'Available Tokens' list or the 'Include
List'. When the button is clicked, the token selected is removed from that list and placed in to the
‘Exclude List' for the User.

5.1.85 Include List

This list displays the Custom Tokens that have been awarded to the User. Iltems in this list may be
removed by using the [<<Remove] button.
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Items may be moved to the Include list by selecting them in the Exclude List and pressing the Include
button.

Note: It will not list any Custom Tokens that may have indirectly been assigned to this User by means
of a Token Group, unless they have also specifically been awarded as individual Tokens.

Note: There may be contention issues whereby a User has a Token explicitly Included yet has the
same token Excluded as a member of a Token Group. In this case the Include overrides the Exclude,
regardless of whether the source was from an individual Token or Token Group allocation.

5.1.8.6 Exclude List

This list displays the Application Tokens that have been denied to the User from this configuration
page. Items in this list may be removed by using the [<<Remove] button.

ltems may be moved to the Include list by selecting them in the Exclude List and pressing the Include
button.

Note: it will not list any Custom Tokens that may have indirectly been removed from this User by
means of a Token Group, unless they have also specifically been excluded as individual Tokens.

5.1.8.7 Test String

If a string is entered here, then the check box will indicate whether or not the string in question would
be accessible based on the current Include/Exclude list for these Token Types

Note: Any Tokens assigned indirectly via Token Groups are not included in this pattern match. Also,
the state reflects the currently displayed lists. These may not yet have been updated in the database
if Apply has not been selected.

Note: This field is disabled on the Application Token and Token GroupsTabs.

For an explanation of how Token strings are matched and how the Include and Exclude lists are
searched see Token Pattern Matching.

5.1.8.8 Accessed Check Box

This box becomes checked if a string typed into the Test String field matches a string in the User's
Included Token list. It verifies that the User has access to the Token.

5.1.8.9 OK Button
When selected, the dialog closes, and any configuration changes are sent to the database.
5.1.8.10 Cancel Button

When this button is selected, the dialog will close. Any configuration changes made will not be sent to
the database.

5.1.8.11 Apply Button

When selected, the changes already made on the dialog will be sent to the database without closing
the dialog.

5.1.9 The User OPC Item Page

It is on the OPC Token Tab that Users can be awarded or denied individual OPC Tokens, allowing or
denying a User to update a value on a Graphic View display.
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Custom Token I File Token OPC [tern Token | Token Group
failable Tokens Include List
[ ame I ame |
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&2 BUCKET*

S E =clude Lizt

I arne |

Exclude >

L

<] | i

— Test String
I [T Accessed

MB: This test result iz calculated from the includederchide lists dizplayed which may or may not have been
updated in the databaze. It alzo includes any related default/groupuzer levels as appropriate,

k. I Cancel it 1

5.1.9.1 Available Tokens
This list displays the Tokens available to the User.
5.1.9.2 Include Button

This button becomes available when a token is selected from the 'Available Tokens' list or the
'‘Exclude List'. When the button is clicked, the token selected is removed and placed in to the ‘Include
List' for the User.

5.1.9.3 Remove Button

This button becomes enabled when a Token is selected from the 'Include List' or 'Exclude List'.
Clicking the button will remove the selected Token from the List in which it currently resides and
replace it into the 'Available Tokens' list.

5.19.4 Exclude Button

This button becomes available when a token is selected from the 'Available Tokens' list or the 'Include
List'. When the button is clicked, the token selected is removed from that list and placed in to the
‘Exclude List' for the User.

5.1.95 Include List

This list displays the Custom Tokens that have been awarded to the User. Iltems in this list may be
removed by using the [<<Remove] button.
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Items may be moved to the Include list by selecting them in the Exclude List and pressing the Include
button.

Note: It will not list any Custom Tokens that may have indirectly been assigned to this User by means
of a Token Group, unless they have also specifically been awarded as individual Tokens.

Note: There may be contention issues whereby a User has a Token explicitly Included yet has the
same token Excluded as a member of a Token Group. In this case the Include overrides the Exclude,
regardless of whether the source was from an individual Token or Token Group allocation.

5.1.9.6 Exclude List

This list displays the Application Tokens that have been denied to the User from this configuration
page. Items in this list may be removed by using the [<<Remove] button.

ltems may be moved to the Include list by selecting them in the Exclude List and pressing the Include
button.

Note: it will not list any Custom Tokens that may have indirectly been removed from this User by
means of a Token Group, unless they have also specifically been excluded as individual Tokens.

5.1.9.7 Test String

If a string is entered here, then the check box will indicate whether or not the string in question would
be accessible based on the current Include/Exclude list for these Token Types

Note: Any Tokens assigned indirectly via Token Groups are not included in this pattern match. Also,
the state reflects the currently displayed lists. These may not yet have been updated in the database
if Apply has not been selected.

Note: This field is disabled on the Application Token and Token GroupsTabs.

For an explanation of how Token strings are matched and how the Include and Exclude lists are
searched see Token Pattern Matching.

5.1.9.8 Accessed Check Box

This box becomes checked if a string typed into the Test String field matches a string in the User's
Included Token list. It verifies that the User has access to the Token.

5.1.9.9 OK Button
When selected, the dialog closes, and any configuration changes are sent to the database.
5.1.9.10 Cancel Button

When this button is selected, the dialog will close. Any configuration changes made will not be sent to
the database.

5.1.9.11 Apply Button

When selected, the changes already made on the dialog will be sent to the database without closing
the dialog.

5.1.10 The User Token Group Page
This dialog enables the Administrative User to configure individual Tokens of any type to be included

within the Token Group. The whole Token Group may then be awarded or denied to Users or Groups.
This feature simplifies the process of assigning commonly used sets of Tokens to Users or Groups.
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5.1.10.1 Available Tokens
This list displays the Tokens available to the User.
5.1.10.2 Include Button

This button becomes available when a token is selected from the 'Available Tokens' list or the
'‘Exclude List'. When the button is clicked, the token selected is removed and placed in to the ‘Include
List' for the User.

5.1.10.3 Remove Button

This button becomes enabled when a Token is selected from the 'Include List' or 'Exclude List'.
Clicking the button will remove the selected Token from the List in which it currently resides and
replace it into the 'Available Tokens' list.

5.1.104 Exclude Button

This button becomes available when a token is selected from the 'Available Tokens' list or the 'Include
List'. When the button is clicked, the token selected is removed from that list and placed in to the
‘Exclude List' for the User.

5.1.10.5 Include List

This list displays the Custom Tokens that have been awarded to the User. Iltems in this list may be
removed by using the [<<Remove] button.
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Items may be moved to the Include list by selecting them in the Exclude List and pressing the Include
button.

Note: It will not list any Custom Tokens that may have indirectly been assigned to this User by means
of a Token Group, unless they have also specifically been awarded as individual Tokens.

Note: There may be contention issues whereby a User has a Token explicitly Included yet has the
same token Excluded as a member of a Token Group. In this case the Include overrides the Exclude,
regardless of whether the source was from an individual Token or Token Group allocation.

5.1.10.6 Exclude List

This list displays the Application Tokens that have been denied to the User from this configuration
page. Items in this list may be removed by using the [<<Remove] button.

ltems may be moved to the Include list by selecting them in the Exclude List and pressing the Include
button.

Note: it will not list any Custom Tokens that may have indirectly been removed from this User by
means of a Token Group, unless they have also specifically been excluded as individual Tokens.

5.1.10.7 Test String

If a string is entered here, then the check box will indicate whether or not the string in question would
be accessible based on the current Include/Exclude list for these Token Types

Note: Any Tokens assigned indirectly via Token Groups are not included in this pattern match. Also,
the state reflects the currently displayed lists. These may not yet have been updated in the database
if Apply has not been selected.

Note: This field is disabled on the Application Token and Token GroupsTabs.

For an explanation of how Token strings are matched and how the Include and Exclude lists are
searched see Token Pattern Matching.

5.1.10.8 Accessed Check Box

This box becomes checked if a string typed into the Test String field matches a string in the User's
Included Token list. It verifies that the User has access to the Token.

5.1.10.9 OK Button
When selected, the dialog closes, and any configuration changes are sent to the database.
5.1.10.10 Cancel Button

When this button is selected, the dialog will close. Any configuration changes made will not be sent to
the database.

5.1.10.11 Apply Button

When selected, the changes already made on the dialog will be sent to the database without closing
the dialog.

5.2 Token Group Property Dialog

This dialog enables an Administrative User to configure the Tokens that will be included within a User
created Token Group. It is accessed by double clicking on any Token Group displayed in either the
left or right panes of the Security Configuration tool. The default application Token Groups cannot be
edited, and the Token Association section will be disabled if a default Token Group is selected.
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Once created, the whole Token Group may be included or excluded in a User or Group's security
profile. This feature simplifies the process of assigning commonly used sets of Tokens to Users.

Token Group Properties

Token Group Mame: IEIperatc-r Token Group Access Area; ALL j

Dezcription: IToken Template for Operators

 Token Aszociation;

— TokenType Configured Tokens:
= File * Application € Custorn € OPC ltem Marme | Tupe |
) Aot Acknowledge  Application
Auailable Tokens:
I arne: | Component -
AB Arcess frea 0E Alarm Banne__|
AB Alam Banner - Demand Printing 0E Alam Banne
AB Alarm Banner - Properties E Alarm Banre
%20 Acknaowledge Al O Alarm Client il
act Adiuzt Historical Time Range QE Alarm Client
act Alarm Client - Demand Printing 0E Alarm Client
act Alarm Client - Properties 0E Alarm Client
w06 Column Alias OF Alarm Client Fiemove
At Create Event OE Alarm Client
Aot Dizable Audible Alert OE &larm Client
A%t Event Log Editing [High) 0E Alarm Client
A%t Event Log Editing [Low) 0E Alarm Client
':CC Fwent | nn F diting (b ediun) MF Alarm I“.Iia:r i

ak. I Cancel

5.2.1 Token Group Name

This field contains the name that was given to the Token Group when it was created. It is not editable
after the Token Group has been created.

5.2.2 Token Access Area

By selecting this field the Administrative User is able to select a different access area for this Token.
Default is ALL for a new Token.

5.2.3  Token Group Description

This field may contain a lengthier description of the purpose of this Token Group.

5.2.4  Token Type Section

This section contains four radio buttons, which represent the four Token types. As the Administrative
User selects each of the radio buttons, the Available Tokens list is filled with the available Tokens of
that type. The Administrative User is then able to select Tokens of every type to include in the Token
Group.

5.25 Available Tokens

This list displays the Tokens available to the User.

5.2.6 Component Column

The Application Token Tab supports an additional column for ‘Component’ in the three lists. It names
the OEView component for which the Application action is valid.
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The lists may be sorted on either Name or Component by clicking the column header. Initial sorting of
the Available Tokens is on Component Type. The Component column may not be visible if the Name
field is too wide, but may be scrolled to by use of scrolling bars.

This column is only available for Application Tokens.

5.2.7  Configured Tokens List - Token Groups

This list is filled with configured Tokens for the Token Group. The Administrative User may remove

any Token from this list by selecting it and then selecting the [Remove] button. This list may be sorted
on either Name or Type. Default sorting is on Name.

5.2.8 Add Button
This button adds selected Tokens from the Available Token List to the Configured Token List.
5.2.9 Remove Tokens Button

This button removes selected Tokens from the Configured Tokens list for the Token Group.

5.3 Token Properties Dialog

This dialog enables the Administrative User to change the Description or Access Area of any
individual Token. An Application Token Properties dialog is shown as an example, but the three other
types are very similar, with different text and graphics, though the other three types do not have a
Component or Item Id displayed.

Token Properties
— Tupe
Application
Application tokens are predefined programmatically ano
may niot be added to via the securnty configuration tool.
They protect access o specific User Interface actions
within the Open Enterprise Graphical Components.
— Properties
Tiok ey Ko I.-“-‘-.c-:ess Area
Access Area; ALL -
Diescription: [Aeoess Area
— Application
[tern |d: 108 AB
Companent; E &larm Banner
k. Cancel

53.1 Token Name

This cannot be edited, since it is a primary key in the Token table.
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5.3.2 Token Access Area

By selecting this field the Administrative User is able to select a different access area for this Token.
Default is ALL for a new Token.

5.3.3  Token Description
The Administrative User is able to type in a more informative description of this Token.

534 OK Button

When selected, the dialog closes, and any configuration changes are sent to the database.
5.3.5 Cancel Button

When this button is selected, the dialog will close. Any configuration changes made will not be sent to
the database.

54 Token Summary Dialog

This dialog displays the Users and Groups that are linked with the selected Token.

Summary
M arme | Type |
ADMIMISTRATORS Group
ALL USERS [araup
Enaineer Token Group  Token Group
SYSTEM Ilzer
Femowve All Links Cancel |

54.1 Token Summary

The token Summary window displays any Users and Groups that currently have the selected Token in
their Include or Exclude list.

5.4.2 Remove All Links Button

The link between any associated Users and Groups can be removed by selecting this button.
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5.4.3 Token Summary Cancel Button

When this button is selected the Token Summary dialog will close.

55 SQL Import-Export File Dialog

This dialog enables the user to override the default SQL script file for Export or Import or to specify
the name of a file to which the Import Status will be saved. The Title of the dialog will differ depending
on what action is being taken.

SOL Export

File Mame: Iu:ustu:um_se-:urit_l,l.sql |

| k. I Carnicel | Help |

55.1 File Name

By default the Import or Export file will be named custom_<Component>.sql, where <Component>
indicates the OpenEnterprise configuration component from which the Import/Export is initiated, and
will be written to the standard OEToolbox export file directory. The Status file has a default name of
custom_<Component>.txt. If a file already exists in the directory with the filename specified, then the
existing file should be renamed such that .old is appended to the end of it, e.qg.
custom_opcclientrdi.sql.old.

When Importing or Exporting, this file will be selected automatically and placed in the File Name field.
The user will however have the ability to override both the name and location if they so require, using
the browse button, or by manually editing the filename.

55.2 File Browse Button

When the File Browse Button is selected, a standard File Open or File Save dialog is displayed,
depending on which function has been chosen. The user can then select a file for Import, Export or
Saving Import Status.

Loak ir: I_a Bin

Alarm Conditions. sql
Alarm Mall.sq

Alarm Prioritdes.sql
Archive Fles.sql
Calculations. sql

L4
e =
Files of type: |5|]LFh:|['_|d] LI Cancel |‘é

File Browse Dialog
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55.3 OK Button

When selected, the appropriate action will be commenced, using the file specified in the File Name
field, depending on the action that was chosen: -

Export
Import
554 Cancel Button

When selected, the File Import, Export or Save Status to File will be aborted.

5.6 File Import Dialog

The 'File Import' dialog enables the user to initiate and view the progress of the Import process, and to
save the contents of the Status window to a file.

Caution: thiz will ovenarite the

cLimert datal_:ua_se iwith the SE!L_ Irnpint | Output rezults to test file: | 5 ave ta File

contained within the zelected file.

Yk L O AT

Copyright [C] 1551-21]]4 by Polyedra Lid

SQL> SO Inchuding File 'c:hdah\umn_m.ﬂp.#

DELETE FROM TokenGroupAccess_tabla;

Inchude Done

Transaction Dona

SQL>» DELETE FROM Tokendccass table;

Transaction Dona

SQL>» DELETE FROM TokenGroup_table ' WHERE candelste = TAUE;

Transaction Dona

SCL> DELETE FROM Token_Table'WwHERE Typa <> 3;

Transaction Done

SQL» DELETE FROM Accessires;

Transaction Done

SQL>» DELETE FROM AccessAraaConiig:

Transaction Done

SQL> DELETE FROM users WHERE name = DEBBIE":

Tranzaction Dons

SQL» DELETE FROM users WHERE Typa=1;

Tranzaction Dons

SQL» UPDATE users SET descripion=NULL accazsaraa='sl | ' pazsworde"S''STEM anablapatn
UPDATE users SET description=NULL accassarss='Al | ' patsword=TLUBLIC anablapasswordesy
UPDATE users SET description=NULL accessareas'All | patsword=hlLLL anablepssxswordespie j

Statuz:  Import and data refrezh complete.

Cloze | Help |

5.6.1 Import Button
Selection of this button will initiate the Import process.
5.6.1.1 Import Warning

If the user is about to Import a previous configuration from a saved SQL file, then the user will also be
presented with an additional confirmation dialog, to ensure that they are aware that they are about to

overwrite their entire existing Security configuration. If the [OK] button is selected from this Message,
the Import will commence.
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5.6.2 Save to File Button

Saves the contents of the Status Window to a text file. The SQL Import-Export File Dialog will be
presented so that the user can select or specify a file to save to. The file will be a text file, having a
.TXT extension.

5.6.3 Status Pane

This pane displays the status of the Import process as it happens. The existence of duplicate key
errors does not necessarily indicate failure of the whole importation process.

The entire contents of the pane can be saved to a text file by selecting the [Save to File] button.

5.6.4 Status Message

This message displays the most recent action from the Status Pane.

5.6.5 Close Button

Selecting this button closes the Import Status dialog.

5.6.6 Help Button

Selecting this button will display context sensitive help for the dialog.

5.7  Options Dialog

This tab enables the Administrative User to configure the way that Token drag and drop functionality
works within the Security Configuration tool.

(IR =
Token Drag [ Mesgage I

Taken Drag Operation

& [irag to Include List

 Drag to Exclude List

Defines the operation of dragging and dropping
a tolen onto a uger.

I OF. I Cancel Apphe Help
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5.7.1  Token Drag to Include List

If this box is checked, a Token or Token Group selected from the Right Pane and dragged and
dropped onto a User or User Group within the Left Pane will be added to the Included List for the User
or User Group.

5.7.2 Token Drag Exclude

If this box is checked, a Token or Token Group selected from the Right Pane and dragged and
dropped onto a User or User Group within the Left Pane will be added to the Excluded List for the
User or User Group.

This tab allows the Administrative User to suppress system messages by checking the boxes on the
dialog. It may be desirable to suppress informational messages during multi-selection moves.

The options are reset (i.e. unchecked) at program start such that all messages are seen.

e x|

Trkrn Mrag teszage I

= Infarration:
[~ Can't remove SYSTE M uzer from Access Ares
[T User iz alieady a member of this group

= Confirmatior Or;
[~ Removing User from Access Area
[T Deleting an Access fMrea

™ Maving a User from its current qroup to & new one

The default zetting iz for all meszages to be enabled at
program start. Checking one of the above check boxes will
lead to the selected meszzage being suppreszed.

Mate: tor contirmation meszages thiz will resulk in the Yes
option always being actioned, so should be uzed with care,

[ ok | cencel | seen | Hep

5.7.3  Options Dialog - Messages Tab

This tab allows the Administrative User to suppress system messages by checking the boxes on the
dialog. It may be desirable to suppress informational messages during multi-selection moves.

The options are reset (i.e. unchecked) at program start such that all messages are seen.
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OEDSRSENTT x|

Token Drag  Meszage I

= |nformation;
[ Can't remove SYSTE M user from Access drea
[ User iz alieady a member of this group

= Confirmatiors O
[~ Removing User from Access Area
[~ Deleting an Access frea

™ toving a User from its current group to & new one

The default zetting iz for all meszages to be enabled at
pragram ztart. Checking one of the above check boxes wil
lead to the selected meszage being suppressed.

Muote; for confirmation meszages this will rezulk in the ez
option always being actioned. 20 zhould bz u=cd with canc,

| ] I Cancel Apphs Help

5.73.1 Removing SYSTEM User from Access Area

This informational message is normally seen when an attempt is made to remove the SYSTEM User
from an Access Area. By default a SYSTEM User must always be in every Access Area. If this
message is suppressed then it won't be seen when this operation is attempted.

5.7.3.2 Already a Member of this Group

This informational message is normally seen when trying to drag and drop a User onto a Group that
they are already associated with.

5.7.3.3 Removing User from Access Area

This confirmation message is normally seen when removing a User from an Access Area. If the
message is suppressed, i.e. checked in this dialog box, then no confirmation is sought before
proceeding with the removal.

5.7.3.4 Deletion of Access Area

This confirmation message is normally seen when deleting an Access Area. If the message is
suppressed, i.e. checked in this dialog box, then no confirmation is sought before proceeding with the
deletion.

5.7.35 Moving User from Current Group

This confirmation message is normally seen when moving a User from its current User Group to a
new one. If the message is suppressed, i.e. checked in this dialog box, then no confirmation is sought
before proceeding with the move..

This dialog enables you to configure how the Export file displays passwords. It is not visible by
default. To make it visible, follow the instructions on the Enabling the Password Tab page.
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Token Dirag I teszage Paszword

Pazsword Logging:
™ Password Visible

[F thiz bax 1= checked, the pazsword will be vizible in the
log Rle. IF it 1z unchecked, the pazswaord will be zaved a=
azternzks.

| ] I Cancel | Apply | Help

5.7.4 Options Dialog - Password Tab

This dialog enables you to configure how the Export file displays passwords. It is not visible by
default. To make it visible, follow the instructions on the Enabling the Password Tab page.

Taken Drag I tlessage Paszword

Pazswaord Logoing:

I© Pazsword Visible

If thiz bow iz checked, the pazsword will be: vizible in the
o file, 1F it iz unchecked, the password will be saved az
asternizks.

I OF. I Cancel Apply Help
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5741 Password Visible

When this box is checked, the saved SQL log file will show all User passwords. When it is unchecked,
passwords will be saved to the file as asterisks. The default behaviour is to show passwords as
asterisks.

5.7.4.2 Enabling the Password Tab

By default the Password tab is not available on the Options dialog. It can be enabled, however, by
creating a new Options key off the Security Configuration key:-

HKLM\BristolBabcock\OpenEnterprise\Tasks\OEToolbox\Editors\Security
Configuration\Options

Then, on the new Options key, add a DWORD value called Menu, and give this a value of 1. Close
the Toolbox, re-open it and the Security Configuration tool should now be displaying the Password tab
on the Options dialog.

Options Dialog - Password Tab

6 Application Tokens Reference

e Alarm Banner Tokens

e Alarm View Tokens

o OEDesktop Tokens

e Graphics View Tokens
¢ Notes Client Tokens

e Signal View Tokens

e SQL View Tokens

e Trend View Tokens

e Secure Desktop Tokens

e Report Selector Tokens

6.1 Alarm View Tokens

Exclusion of any Token means the item will not appear on the Alarm View's context menu when the
User or members of the User Group are logged into OpenEnterprise.
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=&z OE Alarm Client
ace Acknowledoe
ace Ackinowledge Al
ace Adjuzt Histarical Time Range
ace Alarm Client - Dermand Printing
ace Alarm Client - Properties
act Column Aliaz
acc Create Event
ace [izable Audible Alert
st Ewent Lag Editing [High]
ace Ewent Lag Editing [Low]
ace Ewent Lag Editing [Mediurm]
ace Ewceed Current Histarical Time Ranage
ace Ewpart D ata
acc b adify Filker
ace Refrezh
acc Resize Columng
ace Silence
ace Silence All
ACc SLppression
ace Suppressian Al
ace Timed Mute
ace Timed Suppression
ace | JnSuppress
ace | InSuppress Al

6.1.1 Acknowledge

This Token enables the User to acknowledge selected alarms by accessing the Acknowledge menu
item on the Alarm Client's context menu

6.1.2  Acknowledge All

This Token enables the User to acknowledge all alarms with a single click of the mouse.

6.1.3  Adjust Historical Time Range

When the Alarm Client is configured for historical usage (i.e. as an event log), this Token enables the
User to adjust the time range. The User having this Token is able to shorten the time for which the
Alarm Client returns event data.

6.1.4  Alarm Client Demand Printing

This Token enables the User to print the whole or a selection of alarms from the Alarm Client window.

6.1.5 Alarm Client Properties

This Token enables the User to access the Property pages of the Alarm Client in Runtime mode and
make configuration changes.

6.1.6 Column Alias
This Token allows the User to specify aliases for the column headings within the Alarm Client. When

the User right clicks on a column heading a text box is displayed. The User types the name of the
alias into this and the alias replaces the real column name.
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6.1.7 Create Event

This Token enables the User to create a new event within the Event Log. The User has to select a
current event, and is then able to change the wording of certain attributes. OpenEnterprise then
creates a copy of the current event with the new wording and inserts it as a new event into the Event
History table.

6.1.8 Disable Audio Alert

This Token enables the User to disable the audible alert on the Sound page of the Alarm Client
Property pages. If the User is given this Token, they must also be given the Alarm Client Properties.

6.1.9 Event Log Editing (High)
This Token lists the Event Log fields that the user can change when creating an event. The exact

fields that can be updated are set in the OpenEnterprise Settings file. To view the fields that are
available, open the Settings Editor and go to the Tasks\Event ViewenEdit Permissions key.

6.1.10 Event Log Editing (Medium)
With this Token included, the attributes that may be changed when creating an event are: -

description, alarmtext, devicename, base, extension, helptext, operatortext.

6.1.11 Event Log Editing (Low)

With this Token, the User may edit the description attribute of the selected 'copy' event when creating
a new event.

6.1.12 Exceed Current Historical Time Range

With this Token, the User may exceed the currently set Historical Time Range on an Alarm Client
configured for Historical (i.e. event) viewing.

6.1.13 Export Data

With this Token, the User may export the information from the Alarm Client to the WindowsO
clipboard for pasting into other applications. By holding the Shift key at the same time, the data can
be directly pasted into a Ms Excel spreadsheet.

6.1.14 Modify Filter
With this Token the User can modify the Filters applied to the Alarm Client. Without it the [Modify]

button on the Filter Page of the Alarm Client Property Pages is disabled. The User must have the
Alarm Client - Properties Token to be able to use this one.

6.1.15 Refresh

This Token enables the User to refresh the data being displayed by the Alarm Client. If the Alarm
Client is configured for Historical (i.e. events) display, then a new query is initiated.

6.1.16 Resize Columns

With this Token, the User is able to resize the columns of the Alarm Client.

6.1.17 Silence

With this Token the User can select an alarm and silence it if it its set to create a sound.
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6.1.18 Silence All

This Token enables the User to silence all current alarms that are set to sound. As new alarms come
in, they will begin to sound.

6.1.19 Suppression

This Token enables the User to suppress selected alarms. This means that the alarm is still in the
Alarm Summary, but it does not appear within the Alarm Client because a filter is applied based on
whether the alarm has its Suppressed attribute set to true.

6.1.20 Suppression All

This enables a User to suppress all alarms.

6.1.21 Timed Mute

This Token enables a User to apply a timed suppression of alarm annunciation.

6.1.22 Timed Suppression

This Token enables a User to suppress an alarm for a specified period of time. Timed suppression
may be subject to a maximum period, which may be defined on the Suppression Page of the Alarm
Client's configuration pages.

6.1.23 Unsuppress

This Token enables a User to immediately unsuppress a previously suppressed alarm.

6.1.24 Unsuppress All

This Token enables a User to immediately unsuppress all previously suppressed alarms.

6.2 Trend View Tokens

All of the following Tokens are used in Runtime mode unless stated.
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=75
Add Pen

Aduzt Refresh Interval

Aduzt Time Range [zimple]
AduztTime Range [advanced)
Ewport Trend Data to File

Hide Detailz

Hide Global =-twis for a Trend
Hide Global v-&wis for a Trend
Hide t ark.er

Hide Pen

Hide -z for a Pen

Hide -4z for a Pen

Modify Pen

Refresh Trend against onginal setting:
Remowve Al penz

Remove Pen

Show All Data

Show Details

Show Global #-Axis for a Trend
Show Global v-Axiz for a Trend
Show b arker

Show Pen

Show Az for a Pen

Show v-Awiz for a Pen

Trend - Properties

Zoom In

Zoom Qut

Zoom Qut Full

Zoor to T00%
T ke 1R

6.2.1 Add Pen

5

This Token enables the User to add a new Pen to a Trend View.

6.2.2  Adjust Refresh Interval

If a User has this Token, they can change the refresh rate of the Trend View.
6.2.3  Adjust Time Range (Simple)

This Token enables a Runtime context menu item that allows the User to change the Start Time and
the Range of the Trend View window (i.e. the trend can be made to retrieve more or less data).

6.2.4  Adjust Time Range (Advanced)

This Token gives the User access to the Advanced button on the Trend View's Data Page. This
allows the User to change the Data Collection Interval, Number of Samples per Pen and Maximum
Pages of Data for the trend. This feature is only used in Configure mode.

6.2.5  Export Trend Data to File

This Token enables the User to export the current Trend View data to an Excel spreadsheet file, a
CSV file, or to export the window as a BMP or JPG graphics file.
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6.2.6 Hide Details

This Token enables a context menu item that allows a User to hide the Pen Details window, which by
default appears at the bottom of the Trend View window.

6.2.7 Hide Global X-Axis for a Trend

This Token gives the User the ability from a context menu to hide the Trend's Global X-Axis.
6.2.8 Hide Global Y-Axis

This Token enables a User to hide the Global Y-Axis of a Trend

6.2.9 Hide Marker

With this Token the User can choose to hide the Marker bar for the Trend.

6.2.10 Hide Pen

This Token enables the User to hide any Pen selected from the Trend Details pane.

6.2.11 Hide X-Axis for Pen

With this Token the User can select a Pen from the Details pane and hide its individual X-Axis.
6.2.12 Hide Y-Axis for Pen

With this Token the User can select a Pen from the Details pane and hide its individual Y-Axis.
6.2.13 Modify Pen

This Token enables the User to perform limited Pen modification whilst in Runtime mode.
6.2.14 Refresh Trend Against Original Settings

This Token enables a User to refresh a Trend using the original settings of the Trend

6.2.15 Remove All Pens

With this Token the User is able to remove all Pens from the trend

6.2.16 Remove Pen

This Token enables the User to remove a Pen selected in the Details pane.

6.2.17 Show All Data

Controls the 'Show All Data' context menu item, available from the Trend Graph pane. The 'Show All
Data' menu item allows the user to display all data for a Trend that has Trend optimization configured.

Unless the user has this token, the option not appear on the context menu. For more information on
Trend optimization refer to the Trend documentation.

6.2.18 Show Details

This Token enables the User to show the Details window after it has been hidden.

6.2.19 Show Global X-Axis for a Trend

With this Token the User is able to show the Global X-Axis if it has been hidden.
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6.2.20 Show Global Y-Axis for a Trend

With this Token the User is able to show the Global Y-Axis if it has been hidden.

6.2.21 Show Marker

This Token enables the User to show the Trend Marker line if it has been hidden.

6.2.22 Show Pen

With this Token the User is able to re-show a Pen that has been hidden.

6.2.23 Show X-Axis for a Pen

This Token enables the User to show the individual X-Axis for a Pen selected within the Details pane.
6.2.24 Show Y-Axis for a Pen

This Token enables the User to show the individual Y-Axis for a Pen selected within the Details pane.
6.2.25 Trend - Properties

This Token enables the User to access the Trend's Properties context menu in Configuration mode.
This enables full configuration of the Trend View.

6.2.26 Trend View - Demand Printing

This Token enables the User to print the contents of a Trend View window, whilst it runs in the
OEDesktop.

6.2.27 Zoom In

This Token enables the User to Zoom in by a margin of 50%.

6.2.28 Zoom Out

This Token enables the User to Zoom out by a margin of 50%.

6.2.29 Zoom Out Full

The User is able to zoom out to the original setting from any magnification.

6.2.30 Zoom to 100%

This has the effect of zooming out to the original setting.

6.2.31 Zoom to 150%

Sets the Trend's magnification to the setting indicated.

6.2.32 Zoom to 25%

Sets the Trend's magnification to the setting indicated.

6.2.33 Zoom to 250%

Sets the Trend's magnification to the setting indicated.
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6.2.34

Sets the Trend's magnification to the setting indicated.

6.2.35

Sets the Trend's magnification to the setting indicated.

6.2.36 Zoom to Custom

Zoom to 50%

Zoom to 75%

The User is able to Set the Trend's magnification to a custom setting.

6.2.37

Zoom Undo

This moves the Trend's magnification back to the previous setting.

6.3

OEDesktop Tokens

These are the application Tokens belonging to the OEDesktop.

—-0e0 OE Desktop

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

QED

Change awindows File
Change Child Frame Type
Change “Workspace File
Cloze Windows
Configure Mode

Create OE Alarm Banner
Create OE Alarm Clent
Create OE Alarm Printer
Create OE Control Display
Create OE Graphic Wiew
Create OE Motes Client
Create OE Signal Wiew
Create OE SOL Viewer
Create OE Trend Wiew
Create Windows
Cuztomize Dialog
Default Files

Exit Deskiop

Move Menu or Toolbar
Open OE Alarm Banner
Open OE Alarm Client
Open OE Alarm Printer
Open OE Contral Dizplay
Open OE Graphic YWiew
Open OE Mates Client
Open OE Signal Wiew
Open OE SOL Viewer
Open OE Trend Wiew
Sawe OE Alarm Banner

Sawve OE Alarm Client
Saws MF Alarm Prinber
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6.3.1 Change a Windows File
A User needs this token to change the file within an open window in the OEDesktop. For example, if a

window displaying a trend file was open in the OEDesktop, the User could only open a different trend
file into the same window if they had the "Change a Windows File" Token.

6.3.2 Change Child Frame Type

With this Token the User is able to change the window type of window within the OEDesktop by right
clicking on its Title Bar and accessing the window type context menu.

6.3.3 Change Workspace File

This Token gives the User the ability to change the OEDesktop file.

6.3.4  Configure Mode

This Token enables the User to enter Configure mode for the OEDesktop or any View Component
within the OEDesktop.

6.3.5 Create Alarm Banner

This Token enables the User to access the OEDesktop's New menu item and create a new Alarm
Banner.

6.3.6 Create Alarm Client

This Token enables the User to access the OEDesktop's New menu item and create a new Alarm
View.

6.3.7 Create Alarm Printer

This Token enables the User to access the OEDesktop's New menu item and create a new Alarm
Printer View.

6.3.8 Create OEControl Display

This Token enables the User to access the OEDesktop's New menu item and create a new
OEControl Display.

6.3.9  Create Graphic View

This Token enables the User to access the OEDesktop's New menu item and create a new Graphic
View.

6.3.10 Create Notes View

This Token enables the User to access the OEDesktop's New menu item and create a new Notes
View.

6.3.11 Create Signal View

This Token enables the User to access the OEDesktop's New menu item and create a new Signal
View.

6.3.12 Create SQL Viewer

This Token enables the User to access the OEDesktop's New menu item and create a new SQL
View.
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6.3.13 Create Trend View

This Token enables the User to access the OEDesktop's New menu item and create a new Trend
View.

6.3.14 Create or Close Window

A User must have this Token to be able to create a new window within the OEDesktop or close down
any child window within the OEDesktop.

6.3.15 Customize Dialog

This Token enables the User to access the Customize menu option, which belongs to the
OEDesktop's File menu. The User is then able to configure the OEDesktop.

6.3.16 Exit Desktop

Without this Token the User cannot exit the OEDesktop application.

6.3.17 Move Menu or Toolbar

The User with this Token is able to change the position of the OEDesktop Menu bar and/or Toolbar.
6.3.18 Open Alarm Banner

This Token enables the User to open a previously saved Alarm Banner file into the OEDesktop.
6.3.19 Open Alarm Client

This Token enables the User to open a previously saved Alarm View file into the OEDesktop.
6.3.20 Open Alarm Printer

This Token enables the User to open a previously saved Alarm Printer file into the OEDesktop.
6.3.21 Open Control Display

This Token enables the User to open a previously saved OEControl Display file into the OEDesktop.
6.3.22 Open Graphic View

This Token enables the User to open a previously saved OEGraphic View file into the OEDesktop.
6.3.23 Open Notes Client

This Token enables the User to open a previously saved Notes View file into the OEDesktop.
6.3.24 Open Signal View

This Token enables the User to open a previously saved Signal View file into the OEDesktop.
6.3.25 Open SQL Viewer

This Token enables the User to open a previously saved SQL View file into the OEDesktop.

6.3.26 Open Trend View

This Token enables the User to open a previously saved Trend View file into the OEDesktop.
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6.3.27 Save Alarm Banner

This Token enables the User to save a configured Alarm Banner file from within the OEDesktop.
6.3.28 Save Alarm Client

This Token enables the User to save a configured Alarm Client file from within the OEDesktop.
6.3.29 Save Alarm Printer

This Token enables the User to save a configured Alarm Printer file from within the OEDesktop.
6.3.30 Save OEControl Display

This Token enables the User to save a configured OEControl Display file from within the OEDesktop.
6.3.31 Save Graphic View

This Token enables the User to save a configured Graphic View file from within the OEDesktop.
6.3.32 Save Notes Client

This Token enables the User to save a configured Notes View file from within the OEDesktop.
6.3.33 Save Signal View

This Token enables the User to save a configured Signal View file from within the OEDesktop.
6.3.34 Save SQL Viewer

This Token enables the User to save a configured SQL View file from within the OEDesktop.
6.3.35 Save Trend View

This Token enables the User to save a configured Trend View file from within the OEDesktop.
6.3.36 Toggle Status Bar

This Token enables the User to hide or show the Status bar for the OEDesktop and its child windows.
6.3.37 Toggle Toolbar

This Token enables the User to hide or show the OEDesktop Toolbar.

6.4  Signal View Tokens

These are the application Tokens available for use with the Signal View component.

-l OE Signal Yiew
BB Close Detail wWindows
BB Secuity Level 1
BB Secunity Level 2
BB Secunity Level 3
BB Secunity Level 4
BB Secunity Level 5
BB Secunity Level 6
ﬂ Signal Wiew - Demand Printing
ﬂ Signal Wiew - Properties
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6.4.1 Close Detail Windows
This Token enables the User to close all of the Signal details windows at once.
6.4.2  Security Level 1-6

Each of the Security Level Tokens represents a level of security within the Open BSI Netview
application. Higher Security Levels represent greater privileges.

6.4.3 Signal View - Demand Printing
This Token gives the User the ability to print the Signal View window.
6.4.4  Signal View - Properties

This Token enables the User to access the Signal View's Property Pages whilst in Configure mode.

6.5 Notes View Tokens

These are the application Tokens which are available for the Notes View component.

- E Motes Client
Delete
Fonward
b odify
MHew Haote
MHaotes - Demand Frinting
Maotes - Print
MHotes - Properties
Wi

6.5.1 Delete

The User with this Token can delete a selected Note.
6.5.2 Forward

This Token enables the User to forward Notes.

6.5.3 Modify

This Token enables the User to Modify Notes.

6.5.4 New Note

The User with this Token is able to create New Notes.
6.5.5 Notes - Demand Printing

This Token enables the User to print the contents of the Notes window.
6.5.6 Notes - Print

This Token enables the User to print a selected Note.
6.5.7 Notes - Properties

The User who has this Token is able to access the Property Pages of the Note View when in
Configuration mode.
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6.5.8

View

The User must have this Token to view individual Notes that are displayed within the Notes View

window.

6.6

Graphics View Tokens

Some of the Graphics View Menu Tokens (prefaced Menu:) only affect the Graphics application when
it is run outside of the OEDesktop environment, and so are not relevant to OpenEnterprise. Other
Menu Tokens affect the menu items that appear under the View menu of the OEDesktop when a
Graphics display window is selected within the OEDesktop. The Pick Tokens (prefaced Pick:) affect
the User's access to OpenEnterprise Graphics Pick type objects during Runtime mode.

- E QE Graphics

6.6.1

E it Application

GenTray AutoStart

GenTray Autostop

kenu: Change Language
benuw: Display Back/Forward
Meru: Exit Buntirne

kenu: File Open

kenu: Help Functions

kenu: Hide Lapers

Mernu: Print Funchions

kenu: Set Scrollbar Yisibility
kenu: Set Tooltip Visibilibe
kenu: Set Working Direchory
Mernu: Show Statistics

Menu: Zoom Functions

Pick: Alias Dialog

Pick: Custom Cornrnand

Pick: Dizplay Back/Forward
Pick: Drag Drop Data Sources
Pick: Drag Drop Load Display
Fick: Embedded *Window
Pick: Launch Application
Pick: Launch web Fage
Pick: Layer Wizsibility

Pick: Load Dizplay

Pick: Popup *indow

Pick: Run Script

Fick: Set Aliases

Fick: Switch Global Alias Thema
Pick: Switch language

Crart Armlieabimen

Exit Application

This Token enables a User to exit the Graphics application, but the User must have the OEDesktop
Create or Close Window Token to be able to close a window displaying a Graphics file within
OEDesktop.

6.6.2

GenTray AutoStart

This Token gives the User the ability to Auto-Start the Graphics View application with the GenTray
utility. This Token is only relevant when starting the OpenEnterprise Graphics View application

outside of the OEDesktop environment.
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6.6.3 GenTray AutoStop

This Token gives the User the ability to Auto-Stop the Graphics application with the GenTray utility
when it is running outside of the OEDesktop environment.

6.6.4 Menu: Change Language

This Token gives the User the ability to change the language of the Graphics application. It is not
recommended to assign this Token to normal Users of the OpenEnterprise application.

6.6.5 Menu: Display Back/Forward
This Token enables the User to move backwards or forwards through a series of configured displays.

Since display navigation is best achieved through OEMenus, it is not recommended to use this
method.

6.6.6 Menu: Exit Runtime
The User must have this Token to be able to switch the display into Configure mode when running the
Graphics application outside of the OEDesktop environment. When running within the OEDesktop

environment, the OEDesktop's Configure Mode Token enables Users to switch all Views into
Configure mode.

6.6.7 Menu: File Open

Gives access to the Graphics View File/Open menu item. It is not relevant if the OEDesktop File/Open
menu item is available.

6.6.8 Menu: Help Functions

Gives access to context sensitive Graphics View Help.

6.6.9 Menu: Hide Layers

Gives access to the Graphics View Hide Layers menu item.

6.6.10 Menu: Print Functions

Gives access to the Graphics View Print menu functions when the Graphics application is run outside
of the OEDesktop. When being run within the OpenEnterprise Desktop the OEDesktop File Menu
has an option to print any View window that is selected. The OEDesktop File menu is displayed by
default, but can be hidden from the Menu tab of the OEDesktop's Property pages (accessed from the
Desktop>Customize... menu item).

6.6.11 Menu: Set Scrollbar Visibility

Gives access to the Graphics View "Set Scrollbar Visibility" menu item.

6.6.12 Menu: Set Tooltip Visibility

Gives access to the Graphics View "Set Tooltip Visibility" menu item.

6.6.13 Menu: Set Working Directory

Provides access to the Graphics View "Set Working Directory” menu item.

6.6.14 Menu: Show Statistics

Provides access to the Graphics View "Show Statistics" menu item, which gives display statistics.
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6.6.15 Menu: Zoom Functions

Provides access to the Graphics View Zoom menu items.
6.6.16 Pick: Alias Dialog

This Token enables the User to access a Pick action object which displays the Alias Dialog, so that
aliases can be edited.

6.6.17 Pick: Custom Command

The most important of the Pick commands from an OpenEnterprise perspective. This Token enables
the User to access any Graphics View Pick action object that uses a Custom Command. The Custom
Command provides access to OEMenus and the OEMenus editor interface.

6.6.18 Pick: Display Back/Forward

This Token enables the User to access any Graphics Pick action object that uses the Display
Back/Forward commands.

6.6.19 Pick: Drag Drop Data Sources

A User with this Token can access any Graphics View Pick action object that uses the Drag Drop
Data Sources functionality.

6.6.20 Pick: Drag Drop Load Display

A User with this Token can access any Graphics View Pick action object that uses the Drag Drop
Load Display functionality.

6.6.21 Pick: Embedded Window

A User with this Token can access any Graphics View Pick action object that uses the Embedded
Window functionality.

6.6.22 Pick: Launch Application

A User with this Token can access any Graphics View Pick action object that uses the Launch
Application functionality.

6.6.23 Pick: Layer Visibility

A User with this Token can access any Graphics View Pick action object that uses the Layer Visibility
functionality.

6.6.24 Pick: Load Display

A User with this Token can access any Graphics View Pick action object that uses the Load Display
functionality.

6.6.25 Pick: Popup Window

A User with this Token can access any Graphics View Pick action object that uses the Popup Window
functionality.

6.6.26 Pick: Run Script

A User with this Token can access any Graphics View Pick action object that uses the Run Script
functionality.
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6.6.27 Pick: Set Aliases

A User with this Token can access any Graphics View Pick action object that uses the Set Aliases
functionality.

6.6.28 Pick: Switch Language

A User with this Token can access any Graphics View Pick action object that uses the Switch
Language functionality.

6.6.29 Start Application

A User with this Token can access the Graphics View Start Application functionality.

6.6.30 Tab Load Display

A User with this Token can access the Graphics View Tab Load Display functionality.

6.6.31 Graphics View File Token: Layers

Please note, the rest of the security Tokens listed on this page belong to the Application Token
category, but there is also a special File type security Token that only applies to the Graphics View
component of OpenEnterprise, therefore it is mentioned here.

To enable security on layers within Graphics displays add a File Token which uses the following
format:-

e <Filename>|<Layername>

Then include this File Token in the Security configuration for any users who should have access to
that layer.

For example, if you have a display called "PumpRoom.gdf", and a layer that is named "SecretLayer",
you would create a new File Token (see the "Creating Custom, File and OPC Item Tokens" topic).
The name of this Token would be:-

¢ PumpRoom.gdf|SecretLayer

6.7 SQL View Tokens

These are the application Tokens available for the SQL View component.

—l-zmt OF SOL Viewer
oL SOL Viewer - Demand Printing
oL SOL Viewer - Properties

6.7.1 SQL Viewer - Demand Printing

This Token enables the User to print the contents or a selection of the contents of any OEDesktop
window containing an SQL Viewer file.

6.7.2  SQL Viewer - Properties

This Token enables the User to access the Properties menu to display the SQL Viewer Property
Pages in Configure mode.

6.8 Alarm Banner Tokens

These are the application Tokens available for the Alarm Banner.
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-I-AB OE Alarm Banner
AB Access Area
AB Alarm Banner - Demand Printing
AB Alarm Banner - Properties

6.8.1 Access Area

This Token enables the User to access the menu item that provides a filter on the Alarm Banner
based on access area.

6.8.2  Alarm Banner - Demand Printing

This Token enables the User to print the contents or a selection of the contents of any OEDesktop
window containing an Alarm Banner file.

6.8.3 Alarm Banner - Properties

This Token enables the User to access the Properties menu to display the Alarm Banner's Property
Pages in Configure mode.

6.9 Secure Desktop Tokens

The Secure Desktop Tokens provide or deny access to the Windows Desktop for an OpenEnterprise
user.

- Secure Desklop
Full Deskiop Access
GenTray: Autormatic
GenTray: Autostart
GenTray: Autoztop
GenTray: MT Service
GenTray: Start
GenTray: Stop
Kep Group 1
Key Group 2
Kep Group 3
Keyp Group 4

6.9.1 Full Desktop Access

Anyone having this token in their include list will be able to access all of the normal Windows Desktop
features, including the System keys (i.e Ctrl-Alt-Delete, the Windows key to activate the Start button,
the System Tray etc.).

Anyone not having this token or having it in their exclude list will not be able to access normal
Windows Desktop functionality. They will be able to use the Ctrl-Alt-Delete combination to bring up
the Windows Security dialog, but all buttons on it except for the Cancel button will be disabled.

6.9.2  Gentray: Automatic

Controls whether users will be able to select the option to make Secure Desktop an Automatic
Windows service from the Gentray icon on the Windows System bar when logged into
OpenEnterprise. This option is only available if the Secure Desktop has already been designated as a
Windows service.
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6.9.3 Gentray: Autostart
Controls whether users will be able to select the option to make Secure Desktop start automatically

when a user logs into OpenEnterprise. This option is available from the Gentray icon on the Windows
System bar when logged into OpenEnterprise.

6.9.4 Gentray: Autostop
Controls whether users will be able to select the option to make Secure Desktop stop automatically

when a user logs out of OpenEnterprise. This option is available from the Gentray icon on the
Windows System bar when logged into OpenEnterprise.

6.9.5 Gentray: NT Service

Controls whether users will be able to select the option to make Secure Desktop a Windows service
from the Gentray icon on the Windows System bar when logged into OpenEnterprise.

6.9.6 Gentray: Start

Controls whether users will be able to start Secure Desktop from the Gentray icon on the Windows
System bar when logged into OpenEnterprise.

6.9.7 Gentray: Stop

Controls whether users will be able to stop Secure Desktop from the Gentray icon on the Windows
System bar when logged into OpenEnterprise.

6.9.8 Keygroup 1

Any users having this token will be able to access the keyboard keys specified in this Keygroup when
logged into OpenEnterprise. Any users not having this token will not be able to access these keys.

6.9.9 Keygroup 2

Any users having this token will be able to access the keyboard keys specified in this Keygroup when
logged into OpenEnterprise. Any users not having this token will not be able to access these keys.

6.9.10 Keygroup 3

Any users having this token will be able to access the keyboard keys specified in this Keygroup when
logged into OpenEnterprise. Any users not having this token will not be able to access these keys.

6.9.11 Keygroup 4

Any users having this token will be able to access the keyboard keys specified in this Keygroup when
logged into OpenEnterprise. Any users not having this token will not be able to access these keys.

6.10 Report Selector Tokens

The Report Selector Tokens provide access to functional options within the Report Selector View.
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= @] DE Report Selector
E.." Edit Report Aliazes
B | Email Repart
B | M ative Viewer
| Mavigate Feports
| Print Report
| Repart Selectar - Properties
M| Run and Publish Report
M| Run Report
M| Save Repart
M| Select Report
M| Select Report Date
M| Select Report Format

6.10.1 Edit Report Aliases

Enables the user to edit the alias values for the report.

6.10.2 Email Report

Allows the user to email the report.

6.10.3 Native Viewer

Enables the user to launch the report in its native viewer.

6.10.4 Navigate Reports

Enables the user to navigate reports using the next/previous buttons.
6.10.5 Print Report

Enables the user to print a report.

6.10.6 Report Selector - Properties

Enables the user to configure the report selector.

6.10.7 Run and Publish Report

Enables the user to run and publish a report.

6.10.8 Run Report

Enables the user to run a report.

6.10.9 Save Report

Enables the user to save a report to a different location.

6.10.10 Select Report

Enables the user to select a report using the report selector drop-down list.

6.10.11 Select Report Date

Allows the user to select a date for the report.
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6.10.12 Select Report Format

Enables the user to select a report format using the format drop-down list.
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